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HEARING ON A NEW ACT FOR A NEW WORLD
ORDER: REASSESSING THE EXPORT ADMIN-
ISTRATION ACT

Wednesday, March 3, 1999

HOUSE OF REPRESENTATIVES
SUBCOMMITTEE ON INTERNATIONAL EcoNoMIC PoLicy
AND TRADE
COMMITTEE ON INTERNATIONAL RELATIONS
Washington, D.C.

The Subcommittee met, pursuant to call, at 2:33 p.m., in room
2237, Rayburn House Office Building, Washington, D.C., the Hon-
orable Ileana Ros-Lehtinen (Chairperson of the Committee) pre-
siding.

Present: Representatives Ros-Lehtinen, Manzullo, Chabot, Rohr-
abacher, Burr, Menendez, Sherman, Delahunt, and Hoeffel.

Ms. Ros-LEHTINEN. The Subcommittee will come to order.

The exports of dual-use commodities have been and continue to
be of critical concern to the national security interests of the
United States. In light of recent developments related to the trans-
fer of satellites and possible missile-related technology to China,
apprehensions have mounted about the possibility of U.S. exports
contributing to the military potential of pariah states and what role
the Export Administration Act plays in this scenario.

Initially, at the onset of the cold war, concerns over the transfer
of superior technology to governments, factions or individuals may
have threatened the collective interests of the United States and its
trading partners and it led to the development of unilateral and
multilateral export controls to ensure that dual-use technologies
with potential military applications did not fall into the wrong
hands.

The Export Administration Act of 1979, based on legislation
drafted at the onset of the cold war in 1949, had, as part of its
original purpose, the tasks of restricting the export of technology
and dual-use items, of guarding the domestic economy from scar-
city and inflation, of furthering U.S. foreign policy and of protecting
U.S. National Security.

This was achieved through a somewhat complex licensing system
that allowed the United States to monitor proliferation and the
movement of goods into the Soviet bloc nations.

Since 1990, when the Act expired, there have been several at-
tempts made at rewriting the Export Administration Act of 1979.
These efforts to develop legislation to meet the needs of a rapidly
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developing marketplace and of a new world order have failed to
pass through both houses of Congress.

Since then, the Act has been maintained through a series of Ex-
ecutive orders issued through the International Emergency Eco-
nomic Powers Act. In a post-cold war era, many have argued that
there is a need to find a new approach to export controls that deal
with today’s political realities and increasingly globalized market-
places, one which shifts the focus from the previous Soviet threat
to the existing menace of terrorism and proliferation of weapons of
mass destruction and one which balances the foreign policy benefits
and the economic costs.

While there is debate over whether there can be coexistence be-
tween industry interests and their desire to enhance export com-
petitiveness and national security priorities are promoting effective
and non-proliferation policy, lawmakers must look at a way to try
to reconcile both goals.

The dilemma we face is how to restrict the spread of potentially
destructive technologies, while preserving the ability of U.S. tech-
nology exporters to develop their civilian technology markets.

There are those who stress the benefits of export controls and
who argue that the economic sacrifices, including reduced exports,
are worth the price of ensuring U.S. National Security and that ex-
porters are paying the burden of doing business with possibly dan-
gerous commodities.

Others suggest that new or modified unilateral export control
must withstand a cost-benefit analysis, whether the costs of the
proposed control on American industries and our economic competi-
tiveness exceed the value to the foreign policy or national security
priorities.

Critics of current U.S. export control laws say that the current
policies promote interagency grid lock, causing conflicts between
the various responsible licensing administrations and their enforce-
ment goals, and that the solution to a more effective export control
mechanism lies in streamlining the process and concentrating regu-
latory authority in fewer agencies.

Still there are those who claim that providing greater trans-
parency on U.S. export control laws while maintaining tighter re-
strictions on export to terrorist nations would be a more effective
approach to bring export control laws up to par with today’s cur-
rent global realities.

Opponents of stricter expert controls have pointed to the foreign
availability of many of these dual-use items and claim that some
export controls hurt America’s competitiveness, because, in effect,
we are unnecessarily limiting our access to certain foreign markets
and allowing our competitors to benefit.

Others yet point to what they call a lack of effective unilateral
controls. Those who criticize unilateral controls claim that they are
ineffective and that only multilateral controls, such as missile tech-
nology control regime or other acts where allied countries to seek
to coordinate export controls are actually the effective tools in non-
proliferation.

Supporters of unilateral export controls, however, argue that the
United States cannot risk our security interests as we wait for our
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allies to decide whether or not to place similar controls on their ex-
port markets.

Former President George Bush, in outlining the importance in
developing a new Export Administration Act, spoke about some of
the key considerations we should look at when drafting new legisla-
tion. He said American exporters are entitled to prompt review of
export license applications submitted to the U.S. Government
based on our commitment to an open International Trading System
and the need to ensure America’s competitiveness.

While he also emphasized that these changes did not signal a
lessening of our determination to weigh cautiously the licensing ap-
plications, raising potential non-proliferation or broader national
security concerns.

This is the challenge that we face today while considering the fu-
ture of export control structure of the Administration and the reau-
thorization of the EAA. We must carefully evaluate the arguments
and counter-arguments to find a solution that, first and foremost,
safeguards our U.S. National Security and promotes our foreign
policy objectives, yet also addresses market demands and incor-
porates U.S. trade and commercial concerns.

We look forward to the testimony and the recommendations of
our very esteemed witnesses that they will offer us today as we
begin the reauthorization process.

With that, I would like to turn to my colleague, Congressman
Menendez.

Mr. MENENDEZ. Thank you, Madam Chairlady. I look forward to
today’s hearing. I have a full statement for the record, which, in
the interest of time, I would ask to submit. But I do want to make
some prefatory comments that as we embark on what I hope will
be a successful conclusion which will ultimately conclude in having
an Export Administration Act passed through this House and the
Senate and get signed by the President.

I think that the Congress has acceded authority to the executive
branch by not acting and in doing so, under the Constitution,
which clearly gave the Congress the authority to deal with ques-
tions of commerce that are not acting, has created an abdication of
what is, I think, an incredibly important interest that the Congress
should be pursuing and an incredibly important right under the
Constitution that the Congress should be exercising.

I'm also concerned, as any one of us who sits on this panel or
in this Congress are, about the concerns of national security, as
well as economic development and opportunity, that in an ever-
changing world, in an ever-changing economic reality of the United
States needs to have, and the balance that is struck there is, of
course, of incredible importance to us.

However, I hope that we do not, by virtue of our concerns, our
legitimate concerns in the context of national security, do not move
the pendulum so far as to snuff out the very economic vitality of
those commercial enterprises that, in fact, in my mind, assist
America in being safer.

Ultimately, the companies that are, in fact, doing the research
and development that the United States, as a government, is not
doing is, in fact, crucial to the type of competitive advantage that
the United States has had in technology against any other ally or
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any other potential enemy of the United States, and it is that com-
petitive edge that is ultimately fueled not necessarily by Govern-
ment research, but by the research and development of the very
private sector who falls within the am bit of the Act and ultimately
who, if we go overboard on, we will, in essence, hurt ourselves in
the context of national security.

So therefore, it’s part of our dilemma. I think that there are
issues that we can all universally agree upon up front and they in-
clude, of course, the questions of penalties. On the side of penalties,
we have a regime presently operating under Executive order that
I think gives very little teeth to the type of enforcement that we
would want to see, as well as a regime that we’re working under
that ultimately creates, I think, a very significant problem for the
enforcement, the intelligent enforcement of our law, and that
spreads us so thin in pursuing avenues under the present regula-
tions that do not create a meaningful enforcement regime that can
really serve the national interests and the national security inter-
ests of the United States.

Having said that, I want to thank you colleague Norm Dicks
Chris Cox for their work in making sure that the national security
questions which are vital to all of us have been looked at deeply.
I look forward to their testimony.

I do intend to have some questions for them based upon some of
the recommendations I've seen and how we can work together to
strike that balance that protects the national security of the United
States, but that understands that the commercial enterprises that
are subject to this regime ultimately, also are part not only of eco-
nomic vitality, but of helping the national security of the United
States be further secure in the days ahead.

Ms. Ros-LEHTINEN. Thank you, Mr. Menendez. The Vice Chair of
our Subcommittee, Mr. Manzullo.

Mr. MANzZULLO. Thank you very much. Madam Chair, I commend
you for holding this hearing today, and I can’t think of an issue
that is more critical to the economic vitality of this nation than the
reauthorization of the Export Administration Act.

Bottom line is this. Unless we do something, it’s very conceivable
that 13 of our largest computer manufacturers will be manufac-
turing not in the United States next year, but in Europe and Asia.

Because of the vision that was put in the Defense Authorization
bill that requires a license for computers that have 2,000 MTOPS
and above, we are in the process in the country of sending hun-
dreds of thousands of high-paying jobs overseas.

Second, we have to come to an understanding that computers,
that satellites, that machine tools, that electronic equipment is so-
phisticated, but it’s not unique. If we don’t sell it, then the French
or the Swiss, the Fins, the Radians, the Germans, or the Japanese
or the Canadians will do it.

If we do not do this bill correctly, it’s close-up time for hundreds
of thousands of jobs in this country. This is so absolutely totally
critical. We have to take a look at what it means to have something
called foreign availability.

Does it do any good for this country to deny the sale of a machine
of several million dollars based upon some foreign policy objective,
then to have the French move right in and sell the very same ma-
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chine to the people who want to buy it? It does two things. The up-
front injury is obviously apparent, because we lose the sale of that
machine. The second thing is it paints the American manufacturers
as inherently unreliable suppliers.

Third, on top of the problems with the EAA, we fight continually
with the Export/Import Bank that tries to pride itself upon some
type of cloak of humane justice, at the same time while not allow-
ing firms such as Caterpillar to get Ex/Im loans to the three gor-
geous dam projects. Our own American Government ends up hav-
ing the Chinese buy those machines from Japan as opposed to the
United States.

We are our own worst enemy when it comes to export policy. We
can have an aggressive and victorious and profitable export policy
and, at the same time, guard very carefully our national security
interests.

Madam Chair, I look forward to working with you on coming up
with a bill aimed toward that effect.

Ms. Ros-LEHTINEN. Thank you, Mr. Manzullo. Mr. Hoeffel.

Mr. HOEFFEL. I have no comment. Thank you.

Ms. Ros-LEHTINEN. Thank you. Mr. Chabot. Mr. Delahunt.

Mr. DELAHUNT. Just briefly. Before we begin, I really want to
publicly state what I've said to both Mr. Dicks and Mr. Cox pri-
vately, that I was—it was very refreshing, during the course of
your efforts, which I know were considerable, that the issue did not
become politicized as a result of the work that you did, that there
were no leaks.

I would say, given my short time here in this institution, it was
unusual, but it reflected well on both of you and you brought great
credit to Congress as an institution by your conduct and other
Members of the Select Committee.

I just wanted to say that, and one other item. Tomorrow, listen-
ing to my colleagues on the Subcommittee, in the same room, this
happens to be a Subcommittee room usually utilized by the Intel-
lectual Property Subcommittee of the Judiciary, that Subcommittee
I also serve on, and we’ll be dealing with the issue of encryption.

That, I think, last year, had in excess of 250 co-sponsors; co-spon-
sored, again, in a bipartisan way between the lead co-sponsors
being Representative Goodlatte and Representative Lofgren.

I think really what we’re talking about is whether Mr. Manzullo
very accurately and articulately described as this need to, at some
point in time, resolve this anguish we have, and I know it’s a dif-
ficult balance between our security concerns and our need to be
competitive internationally. And I dare say that when we pick up
the barons on a monthly basis and discover that our trade imbal-
ance is ever increasing, that we have to keep that in mind, because
the one account where we have the advantages in the high tech
area—and I just want to make that observation without reaching
any conclusions.

But, again, to both of you, congratulations on the work that you
did.
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STATEMENT OF THE HONORABLE ILEANA ROS-LEHTINEN, A
U.S. REPRESENTATIVE OF CONGRESS FROM THE STATE OF
FLORIDA, CHAIRMAN OF THE SUBCOMMITTEE ON INTER-
NATIONAL ECONOMIC POLICY AND TRADE

Ms. ROS-LEHTINEN. Thank you so much. We're so pleased to have
before our Subcommittee two of our colleagues. Representative
Chris Cox is the highest Ranking Californian in Congress. He’s
Chairman of the House Policy Committee and the fourth Ranking
Member of the leadership, behind the Speaker. He currently serves
as Chairman of the Select Committee on U.S. National Security
and Military Commercial Concerns with the People’s Republic of
China, as well as on the Committee on Commerce and its various
Subcommittees.

Before he was elected to Congress in 1988, he served as Senior
Associate Counsel to President Reagan, advising the President on
a broad range of policy matters, and prior to his White House ca-
reer, Congressman Cox, along with his father, a retired publisher,
founded a company that provided a complete English translation of
the former Soviet Union’s leading daily paper.

From 1978 to 1986, he specialized in Venture Capital and Cor-
porate Finance with the International Law Firm of Latham & Wat-
kins, where he was a partner in charge of corporate development
and a member of the firm’s national management.

Representative Norm Dicks is a former Vice Chair of the Select
Committee of the U.S. National Security and Military Commercial
Concerns with the People’s Republic of China. He received a rare
first-term appointment to the House Appropriations Committee
and currently serves as a Senior Member.

He is a Member of three Appropriations Subcommittees, includ-
ing Defense Military Construction and the Subcommittee on the In-
terior, where, this Congress, he became the Ranking Democratic
Member.

Prior to his successful run for Congress in 1976, Congressman
Dicks was a legislative assistant and later AA to Senator Warren
Magnuson.

We welcome you both. Thank you. Chris, you may begin.

STATEMENT OF THE HONORABLE CHRISTOPHER COX, A U.S.
REPRESENTATIVE OF CONGRESS FROM THE STATE OF CALI-
FORNIA

Mr. Cox. Thank you very much. I certainly feel very welcome
here and I want to first thank the Chairperson for her introduction
and, also, immediately recognize that Mr. Manzullo has put the po-
tato on the fork for us. That is the issue that we’ve got to deal with
today.

I deal with it, as Mr. Delahunt does, in part, by having signed
on as original co-sponsor of the bill that you're going to consider in
here tomorrow on encryption. Nothing that I have seen as Chair-
man of the Select Committee, which completed its work prior to the
commencement of this Congress, caused me to be anything other
than enthusiastic for that piece of legislation.

The Select Committee, as you know, was established a resolution
that you all voted on the floor last June. It was a nearly unani-



7

mous vote in support of investigating matters that had been
brought publicly to the attention of the Congress.

Mr. Bereuter, who is not here, but is a Member of this Sub-
committee, as well as the Full Committee did a splendid job serv-
ing as one of the Members on this Committee.

As Mr. Delahunt pointed out, our report was unanimously deliv-
ered. Norm and I don’t agree on everything. We didn’t during the
pendency of our Committee. The same could be said for every sin-
gle Member on the Republican and Democrat sides. We have intra-
mural, as well as interpartisan disagreements. But we agreed on
everything in our report and all of its recommendations and we did
so because the facts that we uncovered in our investigation are
compelling and they carry grave consequences.

The Export Administration Act figured in our recommendations.
The Act, as several of you have outlined in your opening state-
ments, long since expired. It’s been carried on after some brief ex-
tensions in 1993 and 1994, under the President’s Executive order
authority, pursuant to IEEPA.

The penalties, as you have also alluded to, under IEEPA, are sig-
nificantly less than those that were enforced when we had an Act
and that would be enforced if we simply reauthorized the Act.

I'm used to playing with accompaniment.

The Export Administration Act carries a maximum criminal pen-
alty for an individual of $250,000 and up to 10 years in prison. But
under ITEEPA, the maximum penalty is just one-fifth of that,
$50,000. The maximum criminal fine for an organizational violator,
and typically we’re dealing with firms that are involved in these
things, is the greater of $1 million or five times the value of the
export, under the Export Administration Act; not treble, but quin-
tuple damages. But under IEEPA, the maximum fine is only half
of that $1 million base or $500,000 for an organization and there
is no quintuple, treble or any other multiple of an export fine.

The civil penalties, likewise, $100,000 under the Export Adminis-
tration Act, but the maximum of $11,000 under IEEPA, and you
can imagine how silly it is to have an $11,000 penalty for some-
thing that requires Federal prosecution even to bring to the pen-
alty phase.

So we on the Committee recommended what came rather clearly
and obviously to all of us, and that is that Congress ought to re-
store the Act and its penalties, because, as Mr. Menendez pointed
out in his opening remarks, to a substantial degree, our enforce-
ment is rendered toothless.

Licensing procedures are governed by Executive order, dating
back to 1995. The established time lines for processing export li-
cense applications and reviewing departments and agencies and
procedures, resolving differences among the agencies regarding the
disposition of license applications, are all covered by EO-12981.

Presently, under that regulation, the Defense Department has
only 30 days to provide a recommendation to Commerce, not the
Committee, but the department, to approve or disapprove every li-
cense application, no matter how complex. And I can tell you that
right now we are disserving both the national security interest and
our commercial interest by overloading that system. It doesn’t work
and it is very, very easy to imagine ways to improve upon it.
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The Select Committee recommends that the current licensing
procedures be modified to provide longer review periods, when
deemed necessary by a reviewing department or agency on national
security grounds, in light of the volume and complexity of licensing
activities.

Presently, when departments and agencies are not in agreement
regarding a license application, the Commerce Department makes
the final decision on every license, subject only to appeal by other
departments or agencies.

The Select Committee recommends approval of a license applica-
tion that requires a consensus by reviewing departments and agen-
cies, subject to appeal procedures.

The new procedures and deadlines for processing Commerce De-
partment Export License Applications were instituted in late 1995.
They place National Security Agencies under significant time pres-
sures. Commerce officials acting alone are less likely to have the
expertise for identifying national security implications of export of
militarily useful technologies.

While National Security Agencies may be informed of applica-
tions, due time is needed for their consideration. The time-frame
for consideration under the current system is not always sufficient
for DOD to determine whether a license should be granted or if
conditions should be imposed.

In addition, the intelligence community has sought a role earlier
in the licensing process in order to evaluate the technology and the
end user.

The Select Committee recommended that Congress and all of you
here in this Subcommittee work to establish a mechanism to iden-
tify on a continuing basis those control technologies and items that
are of greatest national security concern. With respect to those
technologies and items, it is our recommendation that there be
longer review periods and a consensus.

But with respect to other currently controlled technologies and
items that are not of greatest national security concern, currently
licensing procedures should be modified to streamline the process
and provide greater transparency, predictability and certainty.

There has been some public comment, press comment and tele-
vision comment on the recommendations of the Select Committee.
I hasten to add that the Select Committee has not issued its rec-
ommendations and what is out there is only part of the picture.

In particular, several of our recommendations, bearing directly
on what you are considering, are more fully and understandably
described in our report, which presently remains classified. Even
more importantly, the basis, the reasons for those recommenda-
tions remain classified, and so it’s impossible to have a dialogue or
a discussion of, on the one hand and on the other hand, about these
things, so long as that classification remains in place.

Tomorrow, Representative Dicks and I will brief your Full Com-
mittee in a closed session so that we can go into those reasons, but
for today, of course, we are in open session and so we are left with
only the highest gloss on our work.

But we very much appreciate the time to introduce you to our
thinking on the subject. I would yield to the distinguished Ranking
Member on the Select Committee, Mr. Dicks, with respect to whom
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I have the very same high praise that Mr. Delahunt shared with
us a moment ago.

STATEMENT OF HONORABLE NORMAN D. DICKS, A U.S. REP-
RESENTATIVE OF CONGRESS FROM THE STATE OF WASH-
INGTON

Mr. Dicks. Thank you, Madam Chairperson. I appreciate being
here today and I have enjoyed very much working with Chris Cox
on this important subject and I was pleased that we were able to
come to a unanimous conclusion.

Obviously, there are differences of opinion on certain of these
issues, but we tried to work it out in a way that, in the midst of
the impeachment proceedings, to try and demonstrate that Con-
gress could work on a serious issue without necessarily breaking
along partisan lines, though we certainly had our differences.

I would just say that I come from Washington State and there
is no state in the country—we lead the Nation in export because
of the Boeing Company and I have always been a person who has
believed that we needed to have a policy of engagement and that
we needed to trade with the rest of the world, and my record in
Congress has been that.

On the other hand, I would just say to my good friend Mr.
Delahunt that there are differences of opinion on the issue of
encryption. Washington State also is the home of Microsoft, a very
important company in our State and they have a very definite view
on that.

The Intelligence Committee, last year, on a unanimous vote, all
17 Members, took a position very different from the Goodlatte leg-
islation on the basis of law enforcement equities, particularly those
of the FBI, and Mr. Louie Freeh has very strong views about this
and I would encourage, in your deliberations here, that you listen
to what he has to say, as well, because there are very important
national security and foreign policy reasons for looking at this
thing carefully and trying to get the rest of the world to look at
this issue carefully.

But that’s not what we’re here about today. I just wanted to
make a very brief statement. I appreciate the opportunity to ap-
pear with the Chairman in support of reauthorization of the Export
Administration Act.

As Mr. Cox has indicated, the Select China Committee felt
strongly that continuing to implement export control through the
emergency authorities, which have been in place since 1994, was
unwise. Chairman Cox noted that the penalty authorities, both
civil and criminal, under the International Emergency Economic
Power Act, IEEPA, were substantially lower than under the Export
Administration Act of 1979.

Even if it were possible simply to reinstate the EAA penalty lev-
els, sufficient correction would not result since the effect of those
levels has been seriously eroded by two decades of inflation.

If penalties are to be of assistance in conforming behavior, they
must be meaningful. Currently, deterrence is not enhanced by the
available penalty authorities. I understand that there are authori-
ties other than those related to penalties which are either re-
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stricted or susceptible to being questioned under the existing ex-
port control framework.

Resolving those matters is important, but perhaps not as impor-
tant as having an Export Administration Act reauthorization serve
as the basis for a serious debate within Congress and between Con-
gress and the executive branch about export control policy.

Much has changed certainly since 1979, but even since 1996,
when the House last voted on export control issues, I think we
need to carefully consider how to balance best national security
concerns, particularly on dual-use items, with the legitimate con-
cerns of U.S. businesses seeking to sell their products overseas.

I must say that our Committee struggled with this, too, because
I think all of our Members are very concerned about allowing the
United States to export around the world. At the same time, we
want to be very careful that sensitive technologies not be inadvert-
ently turned over to potential adversaries, especially with the prob-
lem of proliferation, in that some countries get these technologies
and then they go on to other countries which could be even more
dangerous.

So we think this is a very important issue. It’s one that we strug-
gled with and debated, but I thought that the recommendations
that we made were pretty solid and I would hope that, as we get
this thing declassified and we can share more of this information
with you, you will see the basis for the recommendations that we
did make.

On the subject of high speed computers, we know that’s a very
sensitive issue. We know that that’s very important to our country,
as well. There were some reasons why we did what we did, that
we simply can’t talk about in this particular forum because of clas-
sification levels. But at some future point, we want to engage ev-
eryone, so that you can have the best information and you can see
what we developed and then draw your own conclusions.

Thank you very much.

Ms. Ros-LEHTINEN. Thank you so much to both of you gentle-
men. I just have two questions and if you could stick around for
a few minutes while the Members ask, and we understand the clas-
sified nature of your report. So whatever you could answer would
be great.

Your report includes recommendations for current licensing pro-
cedures and you talked about it in your presentation to be modified
in order to provide longer review periods when deemed necessary
for controlled technologies and for items of greatest national secu-
rity.

What specific recommendations would you offer? What items
would you consider to be in that category of greater national secu-
rity concern and do you believe that any reviewing agency should
be able to ask for a longer review period or should it be limited to
a specific longer review period, and what happens if what you
talked about, Chris, about consensus, if it cannot be achieved, as
is so often the case in the governmental infrastructure, what would
happen?

Mr. Cox. Well, Madam Chairman, our approach would do two
things. First, it would attempt to separate out those items that we
know are the subject of espionage, that are the subject of collection,
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that are the focus of military acquisition by countries of concern
and countries with proliferation records, from our standpoint.

The second thing that it would do is take that core, which is a
subset of what presently now is controlled, and essentially go back
to the system of a few years ago, where not just the Commerce De-
partment, but also the State Department and the Defense Depart-
ment, and I would, for a variety of purposes, which to include
somehow in that mechanism the Intelligence community, have not
just a heads-up, but an opportunity to be involved in a meaningful
way.

We have said two things. First, we want longer review times for
those essential things and, second, we want a fast track for many
other things. We’re in many ways, in many respects, always trying
to fight the last war, and the same can be said about the way that
we run our exports.

But as I said in my opening comments, the present system is the
worst of both worlds. It is woefully inadequate when it comes to
protecting our national security. It is woefully inadequate when it
comes to giving us a competitive edge vis-a-vis our trading part-
ners, because the process chews up time and all of that time and
paperwork doesn’t result normally in the kind of quality review
that it should.

So we need to decide what we really care about, put more re-
sources there, and focus attention on our real national security con-
cerns.

Ms. Ros-LEHTINEN. Thank you. Norm?

Mr. Dicks. Basically, what we tried to say was that there ought
to be a way to make a judgment here about which of these items
are of the most concern, take a little more time on those, and the
ones that are of less concern, then you could have an expedited pro-
cedure.

Now, we left that up, frankly, to the Administration to decide at
what point you’d make that cutoff.

The other thing is, I think a thorough review of the timing proc-
ess here and whether agencies can stop the clock, how that’s done,
those are the kind of things that we think are necessary.

We also think that there ought to be consensus on issues that
are sensitive on national security grounds rather than allowing for
a majority vote process which, as we understood it, currently ex-
ists. So those are just a few of the things that we felt. But we also
felt that in areas that were less sensitive, we ought to have an ex-
pedited procedure.

We don’t want to hold up industry here, but we want to be care-
ful, because there was some indication that there were times when,
a little more time, we might have ascertained that we had a prob-
lem and that the agencies felt, the Defense Department and the
State Department felt rushed on some of their judgments about
certain sensitive technologies.

Ms. Ros-LEHTINEN. In order to meet those——

Mr. Dicks. To meet time lines.

Ms. ROS-LEHTINEN. One more question. Should reauthorization
of the EAA wait for the results of the investigation by various
agencies into the adequacy of current export controls that would
protect against the acquisition of militarily sensitive U.S. tech-
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nology by the PRC or by other countries and how would an EAA
protect against the foreign acquisition of such sensitive technology
by other countries?

Mr. Cox. Well, our investigation is, in fact, complete. Our exist-
ence presently is solely for the purpose of working out with the Ad-
ministration a declassified version of our report, but our staff,
which once numbered 45, is now to about a half dozen now and we
are working only on making the report available in public form.

And so for Members and for the Congress, it is possible now to
see the results of our report and to see our recommendations. The
EAA, therefore, should not await any further proceedings from this
Committee, but perhaps there is other information that you’d wish
to have before you proceeded in the Subcommittee.

I would also say, in answer to the second part of your question,
that reauthorization of the Export Administration Act gives us an
opportunity to protect the national security and to enhance our ex-
port position and our competitive position in the world, because it
will, by definition, if we do a good job of it, be a modernization. And
the Act, in addition to bringing penalties up to date, needs some
modernization, as we indicated in our recommendations.

I stated, rather elliptically, that the Intelligence community
wishes to be brought in earlier and that we think the Intelligence
community ought to be brought in earlier, but we did not rec-
ommend that the Intelligence community be one of the reviewing
agencies, the consensus of which is required. Rather, we made a
separate recommendation in our report that within the executive
branch, the Intelligence community share information with those
people who have responsibility for export Administration.

We found not just evidence, but serious problems because infor-
mation about theft of our technology was not shared, for example,
with the Secretary of Commerce or the entire Department of Com-
merce that’s responsible for administering our export regime. That
simply cannot stand.

Ms. Ros-LEHTINEN. Thank you, Chris.

Mr. Dicks. I support the Chairman’s comments here. I don’t
think there is any reason to hold up. Frankly, I think the fact that
we didn’t have an Export Administration Act may have sent the
wrong signal to the business community.

Part of the problem here, frankly, is that there were some mis-
takes made by major companies in terms of the licensing process
and those things are being investigated by the executive branch.

There was kind of an attitude that we’re going to relax the rules
a bit here and that’s when we get in trouble. When the private sec-
tor, if they know what the rules are and know that the government
is going to enforce those rules, then I think they’ll abide by them
and respect them. And in this case, there is evidence that there
were problems there.

So I think quite the contrary. I think getting on with this, get
this thing done, sends a very powerful message that we’re serious
about this subject matter and we want them to be.

Ms. Ros-LEHTINEN. Thank you so much. Mr. Menendez.

Mr. MENENDEZ. Thank you. Let me just—I want to pursue just
one line of questioning which I think is within the public purview,
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and that is on your recommendation of having a—requiring a con-
sensus for the agencies in the license approval.

Now, some people have characterized this, including the Admin-
istration, as suggesting a return to the old system which resulted
in licenses sometimes just being vetoed without adequate cause; in
short, a system in which everyone could say no, but no one could
say yes, and a process which did not serve the dual interests that
we've all talked about here today.

Can you give us a sense of why you think that that recommenda-
tion versus the Administration’s current default to decision process
is a wiser one and where, my understanding is, under the present
process, dissenting agencies can raise their objections all the way
up to the President.

My concern is that we can have a situation here in which there
is a virtual one agency veto in this process and I'm not quite sure
of the appeal process you all laid out, to the extent that there is
one.

I'm wondering, is there any case in which an agency’s concerns
were not adequately considered through the current process.

Mr. Cox. Well, the answer to the last question is easy. The an-
swer is yes. There are a number of examples of mistakes being
made and it isn’t so much a case of the formal process not being
observed. Rather, it is the cumbersome nature of the current or the
post-1995 process in which there was a theoretical appeal to the
President, but in which, frankly, trains left the station and na-
tional security was not looked after.

I said earlier and I want to reemphasize that this system short-
changes both national security and our commercial interests. It is
hurtful to both of them. The notion is that if we let Commerce be
the final say on these things, that we will vindicate our commercial
interests, but in truth, we haven’t done that. In truth, there have
been delays. In truth, there has been a lot of paperwork. In truth,
a lot of focus has been placed where it ought not to have been
placed and things that ought to have been looked at after were not
looked after.

So we can say that while there is an attempt made to resolve the
different interests by placing one or another agency in charge, in
this case, Commerce, that we have caused some rough justice, but
rough justice ought not to be what we’re after here.

The law of averages isn’t good enough. If sensitive technology is
exported, it doesn’t take but a few times for that to come back and
bite you. You want to make sure you’re looking where you’re sup-
posed to be looking.

So I think we can do a much better job than presently we do and
I don’t think there is any question that you don’t resolve these
issues by saying that Commerce is going to be king or national se-
curity is going to be king. That’s not the way to go about it.

Mr. MENENDEZ. And that’s not my sense of it. My sense of it is
that through a process in which any agency—in my understanding,
there is no agency that has ever sought an appeal up to the Presi-
dent. So I'm not quite sure how it is that it didn’t work if people
had an appealable process. But my concern——

Mr. Cox. That’s precisely my point. That point was made many
times in
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Mr. MENENDEZ. My concern is, how is it that—you know, we can
all sit in a room and we can be locked in and at the end of the
day, one of us may just simply not agree, and how do we go beyond
that. I mean, that’s my concern.

I understand we want safeguards, but I'm just concerned this is
overly broad.

Mr. DIicks. As you can imagine, trying to do all this in 6 months,
we had to be kind of instant experts in some areas and I would
characterize this as one of them.

In fact, I think on this question, this is something your Com-
mittee should take a very careful look at. We've raised the issue
for you. I think you need to look at this and work out a process
that you think protects national security and, at the same time, al-
lows these decisions to be made.

I do believe we have an appeal process that would raise this to
a higher level of authority if there wasn’t a consensus. So the lack
of consensus wouldn’t mean you wouldn’t get a decision. It would
just have to go up to a higher authority, which, under the present
procedure, would have—the same—the difference was that, as we
understood it, there was a requirement for a majority vote.

We felt that if the Defense Department or State Department
were outvoted, here you've got the national security issue not being
maybe given the credence.

Now, they obviously could have raised it in an appeal to a higher
level. But I guess my urging here today would be take a real care-
ful look at this area. This is one that needs attention and when you
have more time than we did, I think you, frankly, can do a better
job.

Mr. MENENDEZ. Thank you.

Mr. Cox. One final point, if I may. As I said earlier, the other
agencies, the National Security Agencies, under that system intro-
duced in late 1995, were pressured for time. So while there is a
theoretical appeal, there isn’t necessarily preparation for that ap-
peal.

If we have a lot of time to look at everything in a fulsome way,
we're probably looking at too many things, by the way, and so we
want to circumscribe that universe that gets this special attention.

But we know if we bring to bear the significant intelligence infor-
mation that we have, we know that we’d be wise to spend our time
in certain areas as against certain other areas. And at least in
those areas where we face significant threats, we would like to see
some national security input at the front end and not time-limit it
arbitrarily.

Mr. MENENDEZ. It’s interesting how you said it, because in 1996,
when the Congress voted on this, both the National Security Com-
mittee and the House International Relations Committee moved in
a different way, which was to shorten the time periods, not length-
en them.

So I think these are two of part of a very significant serious

Mr. Cox. Which we also are recommending. That’s a very impor-
tant part of our recommendations. We have recommended a fast
track for a significant number of these things.

Ms. Ros-LEHTINEN. Thank you so much. Mr. Manzullo.




15

Mr. MANZULLO. Thank you. I read the report and I want to com-
mend you for the work that you did on it. Let me present to you
a live scenario and see how you would fashion the re-write of the
Export Administration Act to it.

As I said in my opening statement, any computer with MTOPS
in excess of 2,000 to be sold to a tier three country would have to
have a validated export license. The new Pentium chip, Pentium 3,
has 1,200 MTOPS. IBM, the new IBM PC will have two of those
chips. That’s two times 1,200, that’s 2,400 MTOPS. The Dell
workstation will also have two of these, that’s 2,400 MTOPS.

Those two companies supplied the BXA last year for about 300
sales to tier three countries. This next year, it’s estimated that
there will be 34,000 applications before BXA in order to sell these
computers.

How do you re-write the Export Administration Act to make sure
that our computers are sold to tier three countries as opposed to
these tier three countries buying the very same machines, possibly
manufactured by our own manufacturers overseas, because of pres-
ence of foreign availability?

Mr. Cox. Two points. First, you would have a remarkably dif-
ficult time writing the Export Administration Act if you had to in-
clude an MTOPS level in the statute. That is not where the re-
quirement comes from and it has to be adjusted from time to time
because of the pace, rapid pace of development of this technology.

All that we require from a national security standpoint is to keep
a technological lead in weapons development and deployment and,
second, to make sure that we are not shipping tools and, for some
purposes, computers are tools, that are used in ways that are oth-
erwise preventable to deploy and proliferate weapons of mass de-
struction.

So you’re left with the problem. It is a subjective problem. It’s
one that probably the Act cannot satisfactorily address in the stat-
ute. It hasn’t in the past. But you’re also guided by some general
principals and we will be able, as Representative Dicks mentioned
in his opening remarks, tomorrow, when we go into closed session,
talk to you explicitly about our recommendations in this area and
the reasons for them.

There are some very, very explicit things that you need to know
about.

Mr. MANZULLO. Mr. Dicks, did you want to comment on that?

Mr. Dicks. This was one of those areas where there was a lot of
angst and we struggled with this. The problem here is that at the
low end, you’re absolutely right. There are all these other countries
that produce these. As I remember the numbers, it’s under 7,000
that can be exported for non-military purposes.

One of the things that we did feel strongly was that there has
to be some ability to do meaningful end-use verification to make
certain that if they bought these things and said it’s going to the
cultural or the academic institute, that these things don’t wind up
being used for other non-allowed purposes.

So we understand the difficulty of getting this done. In fact, the
Administration has attempted to try to set up an end use regime
and that’s something that you may want to look at as well here.
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I do think there are some questions as you get to the higher lev-
els where, in fact, you're going to have national security problems
and that’s one area where you need to get the intelligence informa-
tion.

Mr. MaNzULLO. The M top levels were written into the Defense
authorization bill. At 2000, we’re frozen. We're frozen with this.
This is something—it’s not a matter of taking a look at. I think
technology has out paced much of the need for these types of re-
strictions. When Cray tried to sell their super-computer, which is
a computer which just does regular functions at a faster speed, to
India, the licensing requirement took so long, India did reverse
technology, made the computer, canceled the contract and started
exporting elsewhere.

And I don’t care if it’s with computers or if it’s with communica-
tion satellites or if it’s with machine tools. This problem is endemic
because I think what we should start with, re-writing the bill, is
with foreign availability, then work backwards on it.

Mr. Dicks. That’s going to be your challenge and you can take
a look back and forth, and good luck.

Mr. MANZULLO. Thank you. Thank you, Madam Chairman.

Ms. Ros-LEHTINEN. There you go. That’s what you get for putting
the potato on the fork. Mr. Delahunt.

Mr. DELAHUNT. Yes, thank you, Madam Chairman. I want to go
back to the—I had the same question that Mr. Menendez put forth
in terms of the consensus issue. Given the inherent condition of bu-
reaucracies to require a consensus raises a level of concern.

It’s as if it were a veto, if you will, and raises a level of concern
with me that it would really encumber this process.

To pick up a point made by Mr. Cox, if you brought in—and I
don’t know whether, in your opinion, this would obviate the need
for the consensus, but it’s my understanding that historically the
intelligence community has never played a role in this review and
process.

And if they were factored in at an earlier point in time, at the
beginning, if that could be the case, I just simply don’t know,
would

Mr. Dicks. On that point, just on that point.

Mr. DELAHUNT. Sure.

Mr. Dicks. Both the State Department and the Defense Depart-
ment have the benefit of intelligence information as they make
their recommendations.

Mr. DELAHUNT. But I think what Mr. Cox was alluding to was
to have actually representatives from the intelligence community
there participating at an earlier stage in the process itself.

Mr. Cox. But in the manner that Mr. Dicks just described, our
Committee’s concern was that that process, which was supposed to
work that way, isn’t functioning that way and information that
ought to have been shared with the State Department, with the
Defense Department and the Commerce Department and so on was
not.

Mr. DELAHUNT. Well, let me ask both of you. If it worked, would
that obviate the need to, in your opinion, to have this consensus
process?
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Mr. Cox. We did not suggest an extra seat at the table for the
intelligence community, requiring their explicit consensus, and we
think it can work through the other cabinet departments.

Mr. Dicks. If you have a need for consensus and there isn’t con-
sensus and you can raise it to a higher level of authority to get a
decision, to me, that sends a message to the higher level authority;
they could not reach a consensus here, but now we have to decide
this and you get the Assistant Secretaries and then the Deputies
and then it goes to NSC and finally to the President.

To me, that makes sense, something like that makes sense.

Mr. DELAHUNT. I hear you, but I think Mr. Manzullo is right
and, again, I'm just concerned that these various agencies, innately
conservative as they are and not wanting to be vulnerable to unfa-
vorable public exposure at some point in time, are going to say,
well, when they sit down among themselves, hey, let’s nix this one.
They can appeal.

And we find ourselves, in terms of competition, as Mr. Manzullo
indicated, the technology is moving so rapidly that I'm concerned
we’re going to lose our competitive edge.

Mr. Cox. If I may say so, this gets awfully easy if you're using
a Pentium computer as your example. Paperwork that slows down
the export of PC’s is, I hope, a straw man. We oughtn’t to be in
favor of that.

But I will say that there are plenty of examples in the current
regime where things that ought to be no-brainers are slowed up
and that’s the problem. The problem is we are shortchanging both
the national security and our commercial interests and, therefore,
you are right to focus on behavior by people who work in the sys-
tem.

How do they really work? One of the problems that we observed
is that at the Commerce Department and at the State Department,
the staffing is inadequate.

Mr. DELAHUNT. That was going to be my question.

Mr. Cox. First of all, they're undermanned, they’re under-pow-
ered, and the people in many cases lack the training that they need
in order to carry out these responsibilities.

Congress is uniquely situated to address these problems and we
hope that that’s one of the things that we can do, put resources to
bear and also do it wisely. Don’t have an army of people looking
at things that don’t need that kind of review.

I agree, for example, with Mr. Manzullo that we can be sensitive
when we set up—whether we even want to use M top levels for-
ever, because there are some shortcomings with that measure, as
you know, whether we can set up flexible systems that can change
those standards as need be.

And you are right that on one occasion, Congress did, for tier
three countries, write the standard into law. I think that’s a mis-
take. Fortunately, there, is an opportunity for the President to
change that, although he has to notify Congress first, but that’s the
only occasion when that’s happened and I think we ought to, when
we re-write the Export Administration Act, keep the system of
doing it by regulation.
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Mr. Dicks. Another possible way, as we said, we think there
ought to be a division between those very sensitive items and the
ones that are less sensitive.

You might just have consensus required on the most sensitive
one as one way to make sure that national security is protected.
That’s one way you might deal with this.

Mr. DELAHUNT. The problem is drawing the line and writing that
into statutory language. I don’t see how we do it.

Mr. Dicks. Well, you might give that responsibility to the Admin-
istration and then have oversight.

Ms. Ros-LEHTINEN. Thank you. Mr. Chabot.

Mr. CHABOT. Thank you. Chris, you mentioned in your testimony
that right now the Defense Department has to respond in about 30
days. Is that correct?

Mr. Dicks. We think that’s the answer.

Mr. CHABOT. I thought you said basically that it goes to Com-
merce and the Defense Department has 30 days and they’re saying
they need more time essentially to review these things. My concern
was that there are some things that I kind of:

Mr. Dicks. They can be extended, too. I'm advised that whatever
time-frame it is, it can be extended if they’ve got a real heartburn
problem.

Mr. CHABOT. And my concern for the idea of extending times, al-
though I'm certainly willing to listen to this and I'm sure that’s one
of the reasons we’re having these hearings and discussing the
whole issue, is that I basically believe that bureaucracy by its very
nature will have a tendency to expand to whatever time you give
it, just as government has a tendency, I think, to expand as large
as you'll allow it to.

I believe that if we leave a lot of the money from the surplus
here in Washington, we'll spend it, and that’s why I'm for tax cuts,
just basic beliefs that I have.

But I'm just wondering how do you make sure that if we expand
that time that the Defense Department has to review these things,
that it doesn’t basically get kind of put on the back burner. I mean,
it happens in offices all the time where you have to do something
within a certain amount of time. You’ll take the time. You need to
do it. But if you know you don’t have to do it for a certain period
of time, you have a tendency to put those things off.

I'm just wondering. And as has been mentioned here, some of the
technology advances so rapidly and companies want to do the sale
and if the U.S. company can’t get it done, then it’s going to go to
some French company or something else is going to happen.

So I'm just wondering how you address just bureaucracy’s tend-
ency to take up as long as you’ll give it to accomplish a given task.

Mr. Cox. As we were just discussing, first of all, you need to im-
prove that bureaucracy. It is, at present, inadequate. It is both
under-powered, undermanned, and under-trained. If you don’t have
the right people looking at these problems, then any length of time
is going to be inadequate.

But you also have to have enough people to do it. The testimony
that we received concerning the average backlog of the average per-
son working on these things is enough to lead you to conclude the
whole system is an accident waiting to happen and that there is
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a great deal of happenstance about whether or not a review is ade-
quate.

So that for the price of being held up while in the midst of com-
petitive bid overseas, a firm might have done nothing to contribute
to the national security, and that shouldn’t be.

Mr. Dicks. Let me just read you a couple of sentences out of the
report. This is the Administration’s response, but I think there is
a better understanding of what has just been discussed.

In fact, agencies, on average, consistently conduct their reviews
in less time than they are permitted by current Executive order.
Existing procedures also allow for time extension, when requested.
For example, a request by an agency for additional information
about a license application stops the clock and agencies also have
found that they can obtain additional time for review by escalating
cases.

However, we believe that allowing an agency to stop the clock in-
definitely would return the dual-use licensing system to the days
of unjustified delays that the executive branch and the Congress
worked hard for over a decade to reform.

So at least at the executive branch, I think there is some sensi-
tivity to this and, again, I think this is, not shifting the responsi-
bility, but our investigation is over. You're going to now have to
take what we’ve said and what the Administration has said and lis-
ten to all these very impressive witnesses out here and make up
your mind about whether you think the existing system works and
should be changed or not.

But we just want you to know that we think that there are some
areas of very sensitive matters that may need additional time and
we don’t want to close that off.

Mr. CHABOT. Thank you very much.

Ms. Ros-LEHTINEN. Thank you. Mr. Sherman.

Mr. SHERMAN. Thank you, Madam Chairwoman. So far, we’ve
been focused on the procedural standards, which agency will have
to give its consent, consensus, the length of time. I think we also
need to focus on whatever substantive standards we provide.

Not that we can fix them in stone and certainly we’re not going
to be the ones to apply them. The technology is changing too quick-
ly. But I hope that we will direct the agencies to look at whether
certain items could be exported and we could still protect our na-
tional security interest by taking particular procedures or requiring
them to be taken by the company involved.

For example, if we’re concerned about satellite technology, not
rocket technology, but the technology to build the satellite coming
into Chinese or other potentially unfriendly hands, that we would
require perhaps U.S. Government employees to be in physical con-
trol of that satellite until it was in outer space.

I hope, also, that we will direct the Administration and all the
various agencies to ask the question not only is this device poten-
tially helpful to a potential adversary, but, also, can that potential
adversary or other country that we don’t have total faith in obtain
the technology from another source, because we should not be pun-
ishing American workers for the fact that—I'm going to mis-
pronounce the name—Wassenaar hasn’t been an overwhelming
success and it is up to our State Department to negotiate with
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other developed countries mutual limits on exports rather than
punish American companies and workers.

For example, I see a situation where were dealing with
encryption where the same encryption technology, and you gentle-
men may know more about this than I do, seems to be available
from dozens of other sources outside the United States, and yet we
persist in limiting its export.

There was some comment about the budget of those who admin-
ister our export program and I don’t know if this was within the
purview of your Committee, but perhaps you should comment on
whether we’ve adequately appropriated funds and whether we
should be imposing additional fees in order to make it more of a
self-funding program.

Mr. Cox. Well, your recommendation with respect to the protec-
tion of satellites is almost to a T what we recommended in our re-
port. There are some very concrete and simple and understandable
steps that our government can take and that Congress can take to
make that broken system work.

But, frankly, to a degree that even people in industry did not ap-
preciate, the system that we all thought we had is not the one that
actually we have had. And, therefore, we're all in agreement that
that’s the system we ought to have. It’s just a question of putting
it in place.

Your comment with respect to Wassenaar is also right on the
money. When a company comes to you, as a Member of Congress,
and says Congressman, if we don’t sell that, then Germany is going
to, more often than not, that’s correct.

It didn’t use to be so, but in 1994, the United States led the
agreement to disband COCOM on the theory that the cold war was
over and we didn’t need a multilateral regime any longer.

But the truth is there are other different threats, if not the So-
viet Union, indeed there is a very related cognate, the problem that
presently we face with Russian proliferation, if not Russian acci-
dental launch.

Yet we have completely unilateralized the regime and you were
right to say that Wassenaar has not worked in that respect. It has
not and one of our recommendations is that the executive branch
lead an international effort to increasingly multilateralize this ef-
fort, so that self-abnegation is not required.

Self-abnegation doesn’t even work. It amounts to nothing more
than that and is a further example of having the worst of both
worlds continuing to do nothing for the national security and, at
the same time, disadvantaging our competitive position in world
markets.

Mr. SHERMAN. I would add that you also provide the financing
and the incentive for those foreign competitors that might be a few
months behind us in developing militarily useful technology to then
move equal or ahead of us in that technology, since we provide
them with markets, with needs, and with capital that gets the
genie even further out of the bottle.

I don’t know if either of you have a comment, though, on

Mr. Dicks. Let me just make one brief comment. I think there
would be a little difference in the review of history here about
COCOM. I think the Administration and others would say that a
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number of allies wanted COCOM to be ended and the United
States resisted that for a significant period of time and then finally
it acquiesced to it, I guess.

The second point is that the strengthening of the new agency is
a prerequisite of our recommendation.

Mr. SHERMAN. What about the funding of our administrative en-
forcement and licensing department?

Mr. Cox. I think we both agree on that. As we've said several
times, we’ve got to make sure that we have adequate resources to
do this job.

If you're going to have a regime of export Administration, you
can’t do it only partially.

Mr. Dicks. And we saw some major problems in defense and
made recommendations about that and the strengthening of
DITSA, the agency that is supposed to overview this when you're
dealing with a satellite. Also, there is probably some help needed
at the State Department, frankly, to go through these applications.

Mr. SHERMAN. I want to thank the Chairwoman for not having
those green and yellow lights.

Ms. Ros-LEHTINEN. They’re not working. I wish I did.

Mr. SHERMAN. Noticing that my time has not expired.

Ms. ROS-LEHTINEN. After my questions, of course, that’s when I
would put them on.

Mr. SHERMAN. Focusing, again, on the satellite issue, I just want
to comment that there was a report in the Washington Post that
Hughes was being punished by the State Department for daring to
come to Congress and advocating that the turf for licensing sat-
ellites be vested in Commerce, and I hope very much that that re-
port is inaccurate.

I would hate to think that a particular company faces tougher
scrutiny. I mean, there are other things Hughes did for which
tough scrutiny might be called for, but the idea that they would be
faced with tougher scrutiny because of their political position here
before the Congress seems absurd.

I would also point out that if the whole China satellite concern
was not about the satellites, but was about the rocket, and there
the problem we had was that U.S. entities had an economic incen-
tive to evaluate and even an economic incentive to correct the Chi-
nese space launch capacity.

I would point out that U.S. companies, I think, are still free to
ensure launches from China. No technology is being exported there.
And yet that would provide the same kind of economic incentive,
could lead to the same kind of post-disaster insurance investigation
with the same risk of communication through investigation.

And that the focus may not be on where the satellite is built, but
rather making sure that no U.S. entity involves itself in asking
questions of the Chinese as to why their rocket was unsuccessful
or why it wasn’t more successful, because asking questions is a way
that it inevitably conveys information.

I want to know whether your Committee is focused on preventing
the reason for U.S.-China communication about their rockets and
prevent outlawing that communication or whether the focus is just
on whether a U.S.-built satellite is going up on a Chinese rocket.
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Mr. Cox. The former and not the latter, notwithstanding our vote
in the House, it was not the recommendation of our Select Com-
mittee that we outlaw foreign launches. Rather, we wanted to
malée sure that the promised regime of security is, in fact, deliv-
ered.

I would also say that we recommended that—and found that it
is in the national security interest that the United States increase
its domestic launch capacity. But here we had no silver bullet and
if you can define ways to do that in addition to the very general
things that we discuss in our report, you will have advanced the
ball greatly.

But nobody disagrees with this, of course, but it was not essen-
tially the focus of our Select Committee. Nonetheless, were we to
have expanded launch capacity in the United States, there would
still be demands placed, for example, by the People’s Republic of
China, as a condition of purchasing the satellite that we use their
launch vehicle, and some of those tying arrangements are trade
matters that can be looked at in that context.

Mr. SHERMAN. Mr. Dicks.

Mr. Dicks. The other thing I would point out is that there are
major problems with that. When we had several accidents, that
there was supposed to be a post-crash discussion that had to be li-
censed, and then the question of not licensing it is where we got
into some trouble.

So this is a discussion—I mean, it’s something that we brought
up in our report. Obviously, this is under investigation by the Jus-
tice Department and it’s a very serious matter. But you’re right,
there is an incentive.

I mean, it’s old American know-how. You want to try to help fix
the problem. But in these cases, you have to have a license in order
to do that and the question is, in these cases, the licenses were not
obtained. So this is a serious problem.

Mr. SHERMAN. Madam Chairwoman, I see the red light is on and
my time has expired.

Ms. Ros-LEHTINEN. Thank you. Mr. Burr.

Mr. BURR. Thank you. Chris, you mentioned training, under-
staffing. Let’s assume for a minute that we were able to address
those needs. Can I assume that you still suggest that there has to
be structural changes? And I guess the follow-up would be to Mr.
Sherman. He mentioned turf. Do we have a turf war between the
agencies who have some piece of the decisionmaking problem?

Is that as much the problem as structure?

Mr. Cox. To answer your first question, if we were successful in
addressing, and I hope we will be in the short run, the problems
of under-funding and under-staffing, inadequate personnel, in the
export license review process, we would still have the question of
who sits at the table and whose expertise is being tapped in order
to make these decisions. And structural reform, I think, therefore,
i: necessary and should be addressed in the Export Administration

ct.

In answer to your second question, of course, there is a turf bat-
tle going on. When you have a number of cabinet departments,
which, after all, are themselves enormous bureaucracies, there is
going to be a turf issue.
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I can say, from having served in the executive branch in the
White House, that this is not a Democrat or Republican issue; that
these are intra-administration issues that antedate the Clinton Ad-
ministration and there will always be a tug-of-war among national
security interests, commercial interests, State Department inter-
ests, Pentagon interests, and intelligence community interests, be-
cause that’s the nature of our Federal system.

And Congress, in its oversight capacity and here in its legislative
capacity, has to take these things into account when we design a
system that in the end will not be perfect, but that will work better
than presently what we’ve got.

Mr. BURR. Norm, you mentioned the intelligence in put that was
available, but not supplied, I think, in some of the things that the
Select Committee

Mr. Dicks. We wanted to make sure that each of the entities
share the intelligence information that is available prior to making
a decision and we want them to know about these things so that
they can have the benefit of that.

Mr. BURR. Had that—based upon your findings, had that been
shared to the degree you think should have been appropriate,
would some of the mistakes that you found not have happened?

Mr. Dicks. Well, my own judgment is that not all the intelligence
was shared and because it was—you know, it happened over a pe-
riod of time and maybe they just didn’t look at it the same way.
When we saw it, when we gathered all this information, we could
see the picture, and maybe we saw it more clearly than they did.

But we were concerned about that and, frankly, as a person who
served for 8 years on the Intelligence Committee and 4 years as the
Ranking Member, not all this information was shared with the
Congress, as it’s required to be under the law. That’s another issue
that we raised.

But I think it’s important for these agencies that are making
these issues, especially on the very sensitive issues, to have the
benefit of the intelligence information. We want to ensure that that
happens.

Mr. BURR. Does the consensus, Chris, that you talked about
within this decisionmaking body, would it assure us that the see
no evil, hear no evil attitude of possibly one of the agencies won’t
exist?

Mr. Cox. I don’t think so. No system is going to guarantee
against problems that arise as a result of the people involved. And
if you have the wrong people, they will—or if you have people who
are the right folks, but they’re over-tasked, they haven’t had a
chance to look at things as they should, you're going to have imper-
fect results or dangerous results.

And I think it’s important to point out that it doesn’t much mat-
ter, from a national security standpoint, whether you've got some-
one who is willing to hear no evil or see no evil or who is being
tendentious or is not fulfilling his or her responsibility, on the one
hand, or if you’ve got somebody who is the best person you can pos-
sibly find, adequately trained and is overworked and operating
under unrealistic time constraints, if the result is that something
gets sent overseas for military purposes, even though we didn’t in-
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tend it for that purpose, what’s the difference, from a national se-
curity standpoint.

I don’t care about the motive or how it happened. We just need
to make sure the system doesn’t operate that way.

Mr. BURR. I thank both of you for the commitment on the Select
Committee.

Ms. Ros-LEHTINEN. Thank you. Mr. Rohrabacher.

Mr. ROHRABACHER. Thank you very much. I'm sorry that I was
late for this hearing. It seems that I am the Chairman of a Sub-
committee on Space and Aeronautics and, by the way, for the last
10 years, I have been pushing to try to bring down the cost of the
American space launch and that hearing, what was on reasonable
rockets, which is finally coming about, which has something to do
with the issue we're talking about today, and there was another
hearing dealing with Afghanistan which most of you know that I
have been deeply involved with, as well.

Mr. Dicks. We're working on those up in Washington State.

Mr. ROHRABACHER. As long as you’re not working on the Afghans
up there in Washington State.

People have been dancing around some central questions and I
really would like to put them on the record.

The last time we loosened the restrictions and the controls on
technology exports, and it was done and, by the way, I went along
with it, because I was assured by those people who were advocating
this, those people, technology industry giants who came here and
gave us their word that not one bit of technology would be trans-
ferred, that all these safeguards would take place.

I mean, we were promised this. This was something that was
sworn and the systems were going to be back up. The last time we
did that, and, of course, we're talking about the situation permit-
ting the Chinese to launch our satellites, did that result in dam-
aging United States national security?

Mr. Cox. I'm sorry. Can you

Mr. ROHRABACHER. Did the last time that we loosened—I mean,
I hope I—the last time that we loosened the restrictions by permit-
ting this leeway for the communist Chinese to launch American
satellites, did that result, maybe not intentionally, but was the re-
sult of that loosening a damage, a severe damaging of our national
security?

Mr. Cox. Well, only to the degree that Mrs. O’Leary’s cow caused
the great fire. It was certainly that without which, but I don’t know
that it was designed in such fashion

Mr. ROHRABACHER. I'm not asking for any suggestion that some-
body intentionally designed this in order to permit weapons of
mass destruction technology to fall into the hands of a potential
enemy of the United States.

But can we say with certainty—and I think, by the way, this is
the part of your report you've already released and I'm just asking
you to restate it—that American lives have been put in jeopardy
and our national security has been damaged because of the loos-
ening of controls of the technology dealing with satellite launches
in the communist China.

Mr. Cox. To more fully explain, if, at the time, we had instead
passed a law that said there will be no foreign launches in any
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country in the world, then, by definition, none of these things that
occurred would have happened and that would have been one way
to prevent it. I think that would have been overkill.

But it’s in that sense that it’s a necessary, but ultimately insuffi-
cient cause of all that followed. What actually happened was suffi-
ciently complex that you would need to explain it with a number
of things, not just Congress’ choice there, because our report, as we
will be able to tell you more fully tomorrow, describes ways in
which the system was abused.

So the system itself can’t be fully to blame, except to the extent
that somebody was able to take advantage of it.

Second, our Select Committee quickly moved beyond the issue of
satellites into things which we all agree were much more grave in
their consequence to the national security, and so we’re going to di-
rect your attention after a very short of period time beyond that
to these other things.

Mr. ROHRABACHER. Mr. Dicks, would you like to answer that?

Mr. Dicks. Let me give you my take on this. First of all, before
and after, the United States possesses overwhelming military supe-
riority. I have served for 20 years on the Defense Appropriations
Subcommittee. We have 18 Trident submarines, we have three
intercontinental bombers, we have 500 Minuteman-3s, and 50 MX
missiles.

At the end of the day, after all whatever happened happened
here, they have 18 single warhead ICBM’s with—and warheads are
not made into the rockets. Now, yes, some things happened here
that should not have happened.

If this system had worked the way it was designed, there would
have been not transfer of technology whatsoever to the Chinese.
Because of the post-accident launch discussions, that’s where we
got into some trouble, and there is a debate about how important
whatever that technology was that was transferred was and there’s
a debate about just how significant it was.

Some people view it as being more important than other people
do. Now, I would argue that

Mr. ROHRABACHER. Chris just suggested it was like Mrs.
O’Leary’s cow kicking over the lamp.

Mr. Dicks. Let me just say this. There was some inappropriate
transfer of technology. But did it change the overall balance? Not
in the near term. Now, can it have long-term significance? We’ll
have to wait and see.

Mr. ROHRABACHER. I guess my question isn’t whether the overall
balance or any of these other things, everybody is dancing around
the question on, but is it that difficult to suggest that we, by trans-
ferring technology to the communist Chinese, that they are able to
use on their rockets, that damages American security?

I read the official release from your report and you were very
clear that that’s the case.

Mr. Cox. That’s why it’s easier for you to understand it and it
will be easier for us to answer your questions much more directly
if we can tell you the facts that we came up with and people can
infer then what they wish. But we have said publicly that even
with respect to just the four corners of the satellite issue, that in
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consequence of those events, the national security was harmed.
There is no question.

Mr. ROHRABACHER. Thank you for that direct answer.

Mr. Dicks. It’s a question of degree. Again, I don’t want us to
overreact. I think the worst thing we could do is to try to overstate
this. I mean, yes, some harm occurred. Now, was it a catastrophic
in this area? I would not say it was catastrophic.

Mr. ROHRABACHER. Mr. Dicks, if, in the future, we come to some
sort of confrontation with communist China and some American
technology has been used to upgrade the capabilities of a com-
munist Chinese rocket that ends up being shot at the United
States, that will be a catastrophe.

Mr. Dicks. Of course it would be, but I—we have lived under a
world where the Soviet Union had forces that were equivalent to
ours. They were deterred for 30 years because of our deterrent.

So I look at this from a perspective of does it make a great deal
of difference in terms of the deterrent. Our deterrent is

Mr. ROHRABACHER. Mr. Dicks, using your example, wouldn’t it be
called treason if somebody, during the cold war, would have given
missile technology to the Soviet Union?

Mr. Dicks. Of course it would be.

Mr. ROHRABACHER. Of course it would have been treason. But
now everybody is dancing around it because this Administration la-
bels communist Chinese as our strategic partners.

Mr. Dicks. Congressman, there was no missile technology——

Mr. ROHRABACHER. I know. It was rocket technology, right, and
rockets versus missiles. Missiles, of course, shoot nuclear weapons
and they’re painted in this camouflage and rockets shoot up sat-
ellites and they’re painted in pastel.

Mr. Dicks. All I'm saying to you——

Mr. MENENDEZ. Would you yield a minute for a question?

Mr. Dicks. All I'm saying to you is just——

Mr. ROHRABACHER. One moment.

Mr. Dicks—[continuing]. Is just weigh this and look at the facts
and don’t overreact here. The world that Ronald Reagan helped
create and when you two were down at the White House, we still
have a very strong military capability. I'm not going to bed worried
about what happened here. I don’t like it and it should not have
happened, but it did not effect the overall military balance.

Mr. ROHRABACHER. Mr. Dicks, we don’t have a missile defense
system to stop these rockets which Ronald Reagan tried to build,
and, in fact, during the cold war, at least with the

Mr. Dicks. Deterrence worked.

Mr. ROHRABACHER. OK. Yes, deterrence worked with the Soviet
Union, which didn’t—which really cared about whether——

Mr. Dicks. They had thousands of weapons that

Mr. ROHRABACHER. Which whether or not the Soviet Union cared
about the mad deterrents because they cared about losing 50 or
100 million of their people. The communist Chinese, as we know,
may not have the same notion about their own population that the
Soviet leaders had.

The deterrence—to help the communist Chinese improve the reli-
ability of their rockets in order—their missiles or rockets or how-
ever you want to define it, in order to cheapen the cost and to hold
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down the cost of putting up an American satellite, wouldn’t you call
that, if that would have happened with the Russians, that we actu-
ally transferred some of that technology, just to bring down the
cost of putting up those satellites, that would have been looked at
as ‘171ighly, let’s say, not dishonest, but let’s say disloyal to our coun-
try?

Mr. Dicks. We probably wouldn’t have entered into that kind of
a relationship in the cold war with the Soviets.

Mr. MENENDEZ. Would the gentleman yield? Just for my edifi-
cation.

Ms. Ros-LEHTINEN. Mr. Menendez, if you could go by the Chair,
that would be great. Yes. Mr. Menendez.

Mr. MENENDEZ. Well, I'm just asking the gentleman to yield. I
think that’s within the rules of the Committee.

Are you talking about the decisions made in 1989 by Ronald
Reagan and then put into effect by George Bush to go ahead and
have launches? Is that the question that you're putting to the wit-
nesses?

Mr. ROHRABACHER. Is that what you’re asking me?

Mr. MENENDEZ. Yes. Is that the question that you’re concerned
about in the context of rocket launches, whether or not that was
a right decision?

Mr. ROHRABACHER. OK. Answering my Member’s question or my
colleague’s question, the fact is that Ronald Reagan, you’re right in
remembering, that before Tiananmen Square and before the com-
munist Chinese massacred the democracy movement in that coun-
try, yes, Ronald Reagan thought better cooperation was important
and there were restrictions placed on that cooperation.

No. I'm asking what happened when this Administration and the
industry today called for Ronald Reagan’s restrictions to be lifted
and it resulted in what? It resulted in communist Chinese rockets
being provided American technology to improve their reliability and
their ability to carry payloads and their ability to hit their targets.

This is a catastrophe and I do believe it could be—yes, it could
be compared to Mrs. O’Leary’s cow. Mrs. O’Leary’s cow knocked
over that lamp and that cow burned down and killed thousands of
people in Chicago.

Well, I would hate to see a conflagration, a nuclear conflagration
caused by a modern day Mrs. O’Leary’s cow, which is in the form
of a communist Chinese rocket hitting southern California.

Mr. Dicks. All I'll say to my friend, and I appreciate his commit-
ment, I believe that the United States has an adequate deterrent
that we can deter them from ever doing what the gentleman has
suggested. And I hope someday we have a national missile defense
system.

But, again what happened here, you’re going to have to look at
it and decide how significant you think it was. There is a dispute
about that. Some people view it—and I would argue—I would
argue that, yes, some technology was transferred; the significance
of that and the damage to the country, we’re going to do an assess-
ment. We're having an assessment done of that.

So we’ll all get the information. I don’t think it’s going to change
the overall strategic balance.

Ms. Ros-LEHTINEN. Thank you so much.
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Mr. Dicks. And I feel very comfortable with it.

Ms. RoS-LEHTINEN. Thank you, Congressman Cox, and thank
you, Congressman Dicks, for an excellent presentation. Our Sub-
committee looks forward to continuing to work with you on this
very important issue. Thanks Chris, thanks Norm.

Our second set of panelists, we are pleased to have testifying be-
fore us Bill Reinsch, Under Secretary for the Bureau of Export Ad-
ministration for the U.S. Department of Commerce.

As head of the Bureau of Export Administration, Secretary
Reinsch is charged with administering and enforcing the export
control policies of the U.S. Government, as well as its anti-boycott
laws, and is part of an interagency team helping Russia and other
newly emerging nations developing effective export control systems.

From 1991 to 1993, Secretary Reinsch served as Senior Legisla-
tive Assistant to Senator Rockefeller, responsible for trade, Inter-
national Economic Policy, Foreign Affairs and Defense, and served
on the staff of the late Senator Heinz.

Secretary Reinsch has served as an adjunct Associate Professor
at the University of Maryland’s University College, at the School
of Management and Technology, since 1990.

We welcome the Secretary here today.

Also testifying will be Richard Hoglund, the Deputy Assistant
Commissioner for the Office of Investigations of the U.S. Customs
Service. Commissioner Hoglund’s investigative and management
experience covers all areas of customs enforcement, including in-
vestigations on narcotics, money laundering, export controls and
trade abroad.

Mr. Hoglund served as special agent in charge in Detroit and
during this period he also served several long-term assignments in
my hometown area of south Florida for Operation Florida. He has
previously served as Senior Special Agent and Group Supervisor
and Mr. Hoglund began his Federal law enforcement career as a
U.S. Sky Marshal in 1971, the same year he became a U.S. Cus-
toms Special Agent.

We welcome both of you here today. Secretary Reinsch.

STATEMENT OF THE HONORABLE WILLIAM REINSCH, UNDER-
SECRETARY OF COMMERCE, BUREAU OF EXPORT ADMINIS-
TRATION;

Mr. REINSCH. Thank you, Madam Chairman. I've been told that
you run a tight ship and I'm going to try to briefly go through my
statement and I'd ask

Ms. ROS-LEHTINEN. I'm powerless without my buttons here.

Mr. REINSCH. I would ask that the full statement be put in the
record.

Ms. ROS-LEHTINEN. Of course, we will be glad to enter both of
your testimonies in the record.

Mr. REINSCH. What I would like to do today is first describe why
we need the EAA, and then talk briefly about H.R. 361, which is
the legislation passed in the House in 1997, and which is very simi-
lar to legislation the Administration proposed in 1994.

Currently, we are operating under emergency authority, as was
noted in the last panel. Doing so means functioning under certain
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legal constraints and leaving important aspects of our control sys-
tem at risk of legal challenge.

In addition, it can undercut our credibility as leader of the
world’s efforts to stem the proliferation of weapons of mass destruc-
tion.

In some significant areas, we have less authority under IEEPA
than under the Export Administration Act of 1979. Foremost
among these, as Congressman Dicks mentioned, are the penalty
authorities, which are substantially lower, both criminal and civil,
than those for violations that occurred under the EAA.

However, even the EAA penalties are too low and have been
eroded over the past 20 years by inflation. The Administration’s
bill, as well as the bill passed by the House 2 years ago, signifi-
cantly increased the penalties. We rely on the deterrent effect of
stiff penalties. The longer we are under IEEPA or even the old bill,
the more the deterrent erodes.

Another limitation of IEEPA for us concerns police powers, the
authority to make arrests, execute search warrants and carry fire-
arms of our enforcement agents. Those powers lapsed with the
EAA of 1979. Our agents must now obtain special deputy U.S. mar-
shal status in order to exercise these authorities and function as
law enforcement officers.

While this complication can be overcome, has been, doing so con-
sumes limited resources that would be better used for enforcement.
Both ‘ﬁle Administration’s bill and H.R. 361 continue those powers,
as well.

Finally, the longer the EAA lapse continues, the more likely we
will be faced with challenges to our authority. For example, IEEPA
does not have an explicit confidentiality provision like that in Sec-
tion 12(c) of the Export Administration Act or similar provisions in
the Administration’s proposal and the House bill 2 years ago.

As a result, the department’s ability to protect from public disclo-
sure information concerning license applications, the licenses them-
selves and related enforcement information is likely to come under
increasing attack on several fronts.

Similarly, the absence of specific anti-boycott references in
IEEPA has led some respondents in anti-boycott cases to argue
thus far unsuccessfully that BXA has no authority to implement
and enforce the anti-boycott provisions of the Export Administra-
tion Act and our regulations,

On a practical note, we are also finding that the Congressional
requirement to conduct post-shipment visits on every computer
over 2,000 MTOPS exported to 50 countries is rapidly becoming a
major burden, for precisely the reasons that Mr. Manzullo referred
to in his question. It forces us to divert enforcement resources to
visit computers that do not need to be seen, with the result that
we have fewer resources left to focus on real enforcement problems.

Unlike the computer export notification provision in the same
law, the visit provision cannot be adjusted by the President to take
into account advancing levels of technology, so we must seek relief
from Congress on this issue.

The lapse of authority also has policy ramifications. Although
we've made great progress in eliminating unnecessary controls,
while enhancing our ability to control sensitive exports, exporters
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have the right to expect these reforms to be certain and permanent,
as they would be if they were embodied in legislation.

In addition, failure to enact a new EAA sends the wrong message
to our allies and regime partners, whom we have been urging to
strengthen their export control laws. We have also been working
with the former Soviet Union in Warsaw pact countries to encour-
age them to strengthen their export control laws and our credibility
is diminished by our own lack of a statute.

I would comment, in passing, Madam Chairman, that we have
with us today, as they have been visiting BXA this week, rep-
resentatives from the Russian DUMA and other representatives of
the Russian Government who are here precisely to discuss export
controls and have an exchange of views and to learn from us about
our system and also give us an opportunity to learn from them
about their system.

They're sitting back there listening to the exchange taking place
so far.

Now, let me comment on—I thought I'd alert you to that, for fu-
ture reference. Let me comment on legislation. In February 1994,
the Administration proposed a revised EAA. Our overall goal was
and remains to refocus the law on the security threat the United
States will face in the next century—the proliferation of weapons
of mass destruction in a more complicated era than we faced dur-
ing the cold war, while taking into account the growing dependence
of our military on strong high technology companies here at home,
developing state-of-the-art products, and, in turn, those companies’
need to export to maintain their cutting edge.

Mr. Menendez, in his opening comments, I think, summarized
the same line of reasoning more effectively than I can here.

Let me focus my remaining remarks on legislation that this Com-
mittee reported and the House passed in 1997 that was authored
by former Congressman Roth, who I believe will be a Member of
the next panel, and will also discuss it with you. Its structure re-
flected new challenges resulting from the end of the cold war and,
in many respects, it was similar to the legislation, as I said, that
we proposed.

Its basic control authorities were multilateral and unilateral, in-
stead of the national security-informed policy authorities of the
EAA in 1979. Its new structure explicitly recognized the preference
for compliance with international regimes that the U.S. either is a
Member of or may help create or join in the future. It also provided
for increased discipline on unilateral controls and I want to note,
in passing, Madam Chairman, the Administration would likely
want to suggest some changes to this provisions to ensure that uni-
lateral export controls are available when they’re in the overall na-
tional interests, consistent with the position we have taken on
sanction reform before this body.

But in general, we agree with the need to exercise discipline in
the application of such controls.

The House-passed bill also supported the Administration reforms
of the licensing and commodity jurisdiction processes. The stand-
ards for license processing were consistent with the 1995 Executive
order, which provided for a transparent time-limited review process
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that permitted all pertinent agencies to review any license applica-
tion and raise issues all the way to the President, if they desired.

This default to decision approach has replaced the black hole into
which licenses often fell, improving the system’s responsiveness to
exporters, while also providing broader interagency review of li-
cense applications that enhance our ability to meet our national se-
curity, foreign policy, non-proliferation goals.

On that point, Mr. Chairman, if I could comment on two points
that Mr. Cox made on the processes issues. He is correct that the
Executive order that I have just referenced gives the other agencies
30 days to review licenses. In fact, every agency takes considerably
less time than that. The Pentagon, in the last fiscal year, averaged
14 days to complete its license reviews and the State Department
did better than that, they averaged 11 days.

In addition, as Mr. Dicks pointed out, the Executive order pro-
vides explicit authority to stop the clock, if you will, should there
be a license that raises unusual issues and where more information
is needed.

One license that has been in the news lately, and I get depressed
when I see this in the news, because they're not supposed to, which
was the Hughes APMT license. That one has been pending for
about a month, which is well outside the time-frame that we prefer
and well outside the Executive order, but I think also we have com-
plicated—we have a process that can accommodate and provide
more time.

And that, in fact, the agencies now are doing their routine work
in less than half the time that the Executive order allows.

I would also make the point on process that the proposal to act
by consensus, which is a term for giving any agency a veto, which
does, in fact, do what I think Mr. Menendez or Mr. Manzullo said,
coming back to the anyone can say no, and no one can say yes sys-
tem, would also have the practical effect of eliminating the one part
of our process where the intelligence community is represented full-
time.

That is the senior level working level review licenses, where the
agencies all meet and discuss and the intelligence community is
generally there and inputting into the process.

If we went to a consensus approach, what we would get is objec-
tions from agencies without discussion and escalation to the polit-
ical level, missing the most rigorous level of review that is done.

That is why the Administration made the comments in response
to the recommendations that Mr. Dicks read in his testimony or in
his response.

Let me say, finally, about the House bill, that we do have some
concerns, we have had some concerns about H.R. 361’s terrorism,
unfair impact, anti-boycott, private line of action, and judicial re-
view provisions, as well as certain Constitutional issues that we be-
lieve the bill raises. Those are outlined in my written statement
and rather than take up your time, I will pass over that and refer
you to that.

Let me also point out that we are, at the request of the Senate
Committee and also at the request of staff here, undertaking re-
view of our own bill, as well as the House-passed bill, and we will



32

report to Congress with any post-modifications or changes that we
might have.

In conclusion, let me say that we believe an EAA that allows us
to fully and effectively address our security concerns, while main-
taininig a transparent and efficient system for U.S. exporters, is es-
sential.

As T discussed, the Administration and the House, 2 years ago,
agreed on most of the important changes to bring the law up to
date in light of current economic and proliferation realities. Our
preference is that you take up reauthorization of the EAA that
would build on a consensus already achieved.

I can understand, however, given your heavy agenda of other
matters, that we may find it difficult to devote the time and atten-
tion needed to produce such a bill, which, to say the least, has not
been without controversy in the past, and it sounds, from the pre-
vious panel, may not be without controversy in the future, and
under these circumstances, I want to indicate that we will be pre-
pared to discuss with the Committee some extension of the expired
EAA to remedy some of the short-term problems I discussed, par-
ticularly in the penalties area.

That is not a substitute for full reauthorization, which we still
want, but it would better enable us to do our business more effec-
tively if Congress feels it needs more time to do it.

Thank you, Mr. Chairman.

[The prepared statement of William Reinsch appears in the ap-
pendix. |

Mr. MANZULLO—[presiding]. Thank you, Mr. Reinsch. Mr.
Hoglund.

STATEMENT OF THE HONORABLE RICHARD HOGLUND, AS-
SISTANT COMMISSIONER FOR INVESTIGATIONS, U.S. CUS-
TOMS SERVICE

Mr. HOGLUND. Good afternoon, Mr. Chairman and Members of
the Subcommittee. It is a privilege to appear before the Sub-
committee today to discuss Customs’ unique role in enforcing U.S.
export controls and the enactment of a new Export Administration
Act.

Customs is a leader in enforcing U.S. export controls. We are at
the forefront of the Administration’s efforts to prevent the pro-
liferation of weapons of mass destruction and conventional arms,
combat international terrorism, and force U.S. economic sanctions
and embargoes against countries which support international ter-
rorism and threaten global security.

Customs is principally responsible for the enforcement of all U.S.
export controls. This includes the controls found in the Arms Ex-
port Control Act, which governs exports of arms, military equip-
ment and other munitions; the export administration regulations,
which regulate the export of dual-use strategic technologies; the
International Emergency Economic Powers Act, in trading with the
Enemy Act, which regulate economic and other transactions with
specified countries and groups as an instrument of U.S. foreign pol-
icy.

Customs’ export law enforcement has evolved as the threats we
face in international trade have evolved. Through the 1970’s, the
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threat chiefly involved belligerent countries trafficking in arms. Be-
ginning in the early 1980’s, the Soviet Union and its allies began
a massive coordinated effort to acquire sophisticated western tech-
nologies for use in building their military establishments.

To respond to this threat, Customs Initiated Operation Exodus,
an intensified enforcement program to prevent the illegal export of
munitions, strategic technologies, and shipments destined for sanc-
tioned and embargoed countries.

Our objectives are to disrupt illegal international trafficking in
sensitive and controlled commodities through the interdiction of il-
licit shipments and to dismantle criminal trafficking organizations
through the arrest, prosecution and conviction of export violators.

Since its inception in 1981, Operation Exodus has resulted in the
seizure of over $1.2 billion in merchandise being exported in viola-
tion of U.S. export controls. Customs is the only Federal law en-
forcement agency with border search authority. Only Customs may
search without a warrant passengers, conveyances and cargo enter-
ing and leaving the United States to ensure full compliance with
all U.S. import and export requirements and to uncover violations.

Customs’ automated systems are key tools in our interdiction and
investigative efforts. The Automated Export System, or AES, is
now operational at all ports in both the air and sea environments.
AES is a new and powerful tool not only in the processing of trade
data and the collection of export statistics, but also in the identi-
fication of potential violations of possible U.S. export controls.

Customs’ successes in conducting proactive investigations of
criminal export violations continues our tradition of leadership in
export enforcement. For example, in fiscal year 1998, we arrested
over 450 criminal export violators, secured over 280 indictments,
and obtained over 300 convictions for export violations. These in-
cluded obtaining the conviction of two individuals in Oregon on
their attempts to export chemical weapons precursors to Iran; one
corporation for illegal exports of computer workstations to a Rus-
sian nuclear weapons factory, laboratory; and, a U.S. corporation
for the illegal export of $3 million worth of aircraft parts to Iran.

In the past 2 weeks alone, we've arrested two individuals for at-
tempted illegal exports of sophisticated airborne navigation equip-
ment to China and obtained the conviction of a third who was sen-
tenced to 24 months imprisonment for violations of the Arms Ex-
port Control Act.

Now, let me turn to Customs’ views on enactment of a new Ex-
port Administration Act. First, let me say that Customs does not
set Administration policy on which commodities should be con-
trolled for export to which countries. That responsibility lies with
the Department of State, the Department of Commerce, the De-
partment of Defense, and other agencies.

Customs’ role is to enforce U.S. export controls through the proc-
essing of export documentation, the examination and clearance of
exported merchandise, the seizure of merchandise exported in vio-
lation of U.S. export controls, and the investigation of criminal vio-
lations of our export control statutes.

That being said, Customs supports passage of a new Export Ad-
ministration Act as a way of enhancing our ability to enforce U.S.
export controls.
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The Congress last considered passage of an Export Administra-
tion Act in 1996. That proposed legislation was introduced before
the Congress as H.R. 361. Customs supports the penalty provisions
set out in Section 110 of H.R. 361 and the authorities for Customs’
investigations and seizures related to export violations set out in
Section 113.

We believe that similar provisions should be incorporated into
any new Export Administration Act which may now be considered
by the Congress.

Customs suggests that the Congress consider four additional pro-
visions which would close enforcement loopholes and enhance our
export enforcement abilities.

The first deals with statutory authority to examine outbound
mail. Current restrictions on Customs’ ability to search outbound
mail limit our ability to interdict strategic commodities and tech-
nical data being illegally exported through the mails from the
United States. Statutory language to clearly authorize Customs to
search outbound mail would deny international criminals and ter-
rorists’ use of the U.S. mail to avoid U.S. export controls.

A second enhancement would be the inclusion of an attempt pro-
vision as a violation of a new Export Administration Act. As I stat-
ed earlier, one of Customs’ objectives in export enforcement is the
interdiction of merchandise being illegally exported from the
United States.

The inclusion of an attempt provision in any new Export Admin-
istration Act would make clear that a substantive violation of the
Act has occurred when Customs is successful interdicting strategic
goods before they leave the U.S., in addition to actual con-
summated export.

Third would be statutory authority for Customs to ship inoper-
able control items to countries sponsoring terrorism in an under-
cover capacity in furtherance of a law enforcement investigation.

Fourth would be enactment of a Customs criminal statute cov-
ering exports contrary to law and parallel to the existing smuggling
statute, Title 18, United States Code 545. This particular provision
is currently contained in Senate Bill S. 5.

In closing, I appreciate the opportunity to appear before you
today. The United States Customs Service enjoys a unique role in
export enforcement, preventing the proliferation of weapons of
mass destruction, protecting the American public from the threat
of international terrorism, enhancing regional and global security
through combating illicit trafficking in arms, and implementing
U.S. foreign policy through out enforcement of economic sanctions
and embargoes against countries which support international ter-
rorism and suppress freedom around the world.

We are proud of our role in enforcing U.S. export controls and
we support your efforts to enact legislation to give us the tools to
protect the security of all Americans and make the world a safer
place in which to live.

Thank you, and I would be pleased to answer any questions you
might have.

[The prepared statement of Richard Hoglund follows:]
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Mr. MANzZULLO. Thank you very much. I'm going to waive any
questions I have and I'm going to defer to Mr. Menendez and hold
everybody to the 5-minute rule.

I don’t have a light, but I do have a gavel. So I will tap at 4 min-
utes. At 5 minutes, I'll lower the gavel. Mr. Menendez.

Mr. MENENDEZ. Mr. Secretary, let me thank you for your testi-
mony. I have a couple of questions, if you can work with me to see
if I can get through them in my 5 minutes.

Regarding the satellite license that was processed by the Com-
merce Department that were the subject of investigation by Rep-
resentative Cox’s Committee, were there any disputes among agen-
cies regarding whether to license the satellite launches?

Mr. REINSCH. No, sir. All agencies concurred in the issuance of
that license.

Mr. MENENDEZ. So they all concurred. There were no policy ob-
jections that were overridden by the Department of Commerce.

Mr. REINSCH. No. Every satellite license the Department of Com-
merce has issued has had the concurrence of the State Department
and the Defense Department.

Mr. MENENDEZ. With reference to the volume of cases that Com-
merce processes annually, could you give me a sense of it?

Mr. REINSCH. We are hovering between ten and 11,000 licenses
per year currently.

Mr. MENENDEZ. And of these, what percentage of the licenses are
reviewed by other agencies?

Mr. REINSCH. Subsequent to the Executive order in 1995, right
now, it is around—well, I can give it to you exactly. In fiscal year
1998, it was 85 percent and in fiscal year 1997, it was 91 percent.
That were referred to one or more other agencies.

Mr. MENENDEZ. So that in other words, you don’t have exclu-
sivity an overwhelming amount of the time.

Mr. REINSCH. Prior to the Executive order in fiscal year 1991, it
was 21 percent, but before we issued the EO, it was around 50 to
54 percent. It’s been climbing into the upper 80’s and 90’s every
since.

Mr. MENENDEZ. Now, let me ask you. You heard Mr. Cox and
Mr. Dicks and you heard some of my questions. Could you give us
a sense, I think you refer to it in your testimony, I'd like you to
elaborate, what would be, in fact, the result if we were to adopt,
as proposed, the changes that they have suggested concerning, in
essence, this process in which all of the agencies would have to
reach consensus or, in essence, the veto of any individual?

Mr. REINSCH. That particular proposal, Mr. Menendez, I believe,
would cripple the process. What you would have is—let me go back.
The reality of this process is that to the extent that there is dis-
agreement over the issuance of the license, it most often is amongst
individuals at low to mid working levels, and as the process works
its way up in each agency’s own building, it goes through a variety
of changes and by the time you get to senior levels, most of the
time, there is a consensus.

So 90 percent of our licenses are handled by consensus, without
having to get to political levels of resolution.

If you are going to effectively give every agency a veto, which is
what consensus would permit, what you are doing is telling low
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level officials who might dissent from their own agency’s position,
not to mention any collective position, they can put in a veto of a
license and prevent consensus, that would force these issues to be
taken essentially to the assistant secretary level for resolution,
which would force senior officials to spend a much larger amount
of their time than they do working on these.

And from out standpoint, it would eliminate the most rigorous
level we have. The senior working level, where all the agencies get
in the same room and actually debate these things and argue them
out and have the Intel community there on scene supplying the in-
formation.

Mr. MENENDEZ. The last question I have for you is with reference
to—and I think our Russian colleagues left, but I had this question
anyhow, so I'm going to ask it, whether they are here or whether
they’re not.

Despite Russia’s pledges upon joining the Wassenaar agreement
not to export missile technology to Iran, the Administration has
had to sanction Russian entities for this reason.

So give us a sense of what’s the value of having Russia as a
member of such an arrangement if it does not achieve our goal of
limiting exports in this particular case to Iran and give us a sense
of this multilateral effort which has, seems to me, had to have vir-
tually no real consequence.

Mr. REINSCH. These regimes, we never get the full level in nego-
tiation and, again, we have to spend time, whether it’s the missile
technology control regime or the nuclear suppliers group, regimes
that are generally thought of as being mature and effective.

It took them a long time to reach that point. It’s going to take
Wassenaar some time to reach that point. We are better off with
Russia in than out. They learn the standards, they learn what’s ex-
pected of them, they subject themselves to pressures not only from
us, but from the Germans, the French, the British to conform to
those norms and standards.

They subject themselves to regular meetings in which they learn
what it is and why and what they’re expected to do about it, and
generally it helps them upgrade.

It’s for the same reason that we have an extensive program with
them, which is why these people were here this week to exchange
views and help them develop a system of their own. It’'s been my
view that while we do have policy differences with them and while
we have sanctioned them, as you point out, there are also a num-
ber of situations in which things are leaked out of their borders
that their government would have stopped had they had the capac-
ity to do so and had they known about it.

What Wassenaar does is help give countries the tools that they
can use to prevent, at a minimum, that part of the problem and
also to subject them to multilateral pressure to deal with the first
part of the problem, namely, their policy.

Ms. Ros-LEHTINEN—/[presiding]. Thank you so much. Thank you,
Mr. Menendez, and I want to thank our Vice Chair for taking over
and I hear that he instituted a strict 5-minute rule. Good for you.
No more Ms. Nice Guy. With that in mind, Congressman Rohr-
abacher.
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Mr. ROHRABACHER. Right. Thank you. Are our Russian friends
still here? No, they left. That’s right. They heard I was going to ask
them up.

To our friend Mr. Hoglund, U.S. customs investigated the trans-
fer of rocket technology to communist China. Was there a rec-
ommendation made by U.S. customs that charges be brought
against Americans involved with transferring rocket technology to
the communist Chinese?

Mr. HoGLUND. We have an active investigation. It is before a
Federal grand jury and when that is concluded, we’d be pleased to
provide the outcome of that, but currently that’s under active in-
vestigation.

Mr. ROHRABACHER. Is it against the rules to relate whether or
not you have recommended a prosecution or not?

Mr. HoGLUND. Well, we wouldn’t recommend. We would present
the facts to the United States Attorney. It would be presented to
a Federal grand jury and then that is where the recommendation
would come from.

Mr. ROHRABACHER. Well, in your investigation, did you find that
American technology, rocket technology had been transferred to the
communist Chinese in a way to upgrade the capabilities and effec-
tiveness of communist Chinese rockets?

Mr. HOGLUND. I really would not feel comfortable answering
that, although the newspapers suggest that that the Office of De-
fense trade controls penalized companies in regard to that issue.

Mr. ROHRABACHER. And was there, to your knowledge, a rec-
ommendation by members of the Administration that a licensing of
a satellite launch by an American company be denied because it
would undercut a prosecution of an American corporation for trans-
ferring rocket technology to the communist Chinese?

Mr. HOGLUND. I am not familiar with that. I am personally not
familiar.

Mr. ROHRABACHER. You're not familiar with that.

Mr. HOGLUND. No, sir.

Mr. ROHRABACHER. It was in the newspaper. I'm surprised that
that wouldn’t be something

Mr. HOGLUND. I can get you a better answer.

Mr. ROHRABACHER. I would like to have a better answer on that.
So if you could get it to me with 24 hours, would that be OK?

Mr. HOGLUND. Sure.

Mr. ROHRABACHER. Or how about a half an hour? All right.
Again, people are dancing around the issues here. Everybody is
afraid here, it seems to me, to look each other in the face and say
that some American corporations may not keep the national secu-
rity interest of the United States in mind when they’re out to make
a buck. Surprise, surprise.

Has it been your experience at Customs that we can trust Amer-
ican companies to watch out for American security over and above
their own profit?

Mr. HOGLUND. It’s our experience that in virtually every area we
investigate and enforce, that there is a profit motive virtually all
the time.
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Mr. ROHRABACHER. And the things that you’re investigating
sometimes are very heinous violations of our national security, is
that not correct?

Mr. HOGLUND. They can be, yes.

Mr. ROHRABACHER. Listen, I don’t know why everybody—you
know, nobody wants to tell their friend at the country club that
they betrayed the United States of America. That’s what it comes
down to here.

Folks, we're talking about—yeah, I'm not talking about whether
or not the Chinese are going to end up with the same kind of bal-
listic missile system that they had in the Soviet Union. People can
dance around this all they want. What we’re talking about is
whether it’s possible that a communist Chinese rocket, using Amer-
ican technology, now has a greater chance of landing a nuclear
weapon and killing millions of Americans, making that conflagra-
tion caused by Mrs. O’Leary’s cow in Chicago look like petty ante
arson.

This is a very serious issue and it does not lend itself to the—
frankly, the dancing around that I've seen here today and this ob-
fuscation that’s being done by people who are trying to protect this
Administration for some very terrible decisions.

Mr. Hoglund, does the fact that this Administration, even after
evidence continues to mount that the Chinese communists have
been systematically trying to get their hands on American tech-
nology of weapons of mass destruction, doesn’t the fact that we con-
tinue to label that regime as America’s strategic partners undercut
the efforts to prevent American corporations from inadvertently
perhaps giving weapons technology to the communist Chinese?

Mr. HOGLUND. I really don’t feel I'm qualified to answer that.

Mr. ROHRABACHER. All right. Thank you very much.

Ms. Ros-LEHTINEN. Thank you so much. Thank you to your pan-
elists for being here with us today and we also look forward to
working with you. Thank you.

Oh, I'm sorry, Mr. Manzullo. I thought when you were chairing
that you recognized yourself.

Mr. MANZULLO. That’s fine. Go the next panel.

Ms. Ros-LEHTINEN. We will hear from our third set of panelists.
Former Chairman of this Subcommittee, Toby Roth, who served as
a Member of Congress for 18 years, until January 1997. He cur-
rently serves as President of the Roth Group, a political consulting
firm here in D.C. The former Representative of Wisconsin’s 8th
Congressional District also served as Senior Member of the House
Banking Committee and was a founding Member of the Conserv-
ative Opportunity Society.

He is a frequent guest expert on public affairs programs.

He will be followed by another former colleague, Dave McCurdy,
current President of the Electronic Industries Alliance. Mr. McCur-
dy served as Chairman and Chief Executive Officer of the McCurdy
Group, a business consulting and investment practice.

Mr. McCurdy served the 4th District of Oklahoma for 14 years
and during his tenure in Congress, he attained numerous leader-
ship positions, including serving as Chair of the House Permanent
Select Subcommittee on Intelligence, Chair of the Subcommittee on
Military Installations and Facilities of the House Armed Services
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Committee, and was a Subcommittee Chairman of the House
Science Committee.

Next is Joel Johnson, who serves as Vice President of the Inter-
national Division for the Aerospace Industries Association of Amer-
ica, AIA, which represents 50 of the major manufacturers of the in-
dustry. Prior to joining AIA, Mr. Johnson was Executive Vice Presi-
dent for the American League for Exports and Security Assistance.

Mr. Johnson also served on the Senate Foreign Relations Com-
mittee as Professional Staff Member and as Chief Economist for
the Foreign Assistance Subcommittee.

Previously, Mr. Johnson served as a member of the Secretary of
the States Policy Planning Staff and is Deputy Director of the Of-
fice of Trade Policy and Negotiations at the Treasury Department,
and a wide array of other positions in the field of International
Economic Affairs.

Following Mr. Johnson is Dr. Paul Freedenberg, the Government
Relations Director for the Association for Manufacturing Tech-
nology. Dr. Freedenberg was appointed by President Reagan to
serve as the Undersecretary for Export Administration at the De-
partment of Commerce.

Dr. Freedenberg was Staff Director of the Senate Subcommittee
on International Finance and since 1989 he has been an Inter-
national Trade Consultant with the Law firm of Baker in Wash-
ington, D.C., specializing in general international trade issues, as
well as technology transfer, export licensing, export financing and
enforcement.

We welcome all of you and look forward to your testimony. Con-
gressman Roth.

STATEMENT OF THE HONORABLE TOBY ROTH, FORMER
MEMBER OF CONGRESS, PRESIDENT, THE ROTH GROUP

Mr. RoTH. Thank you very much, Madam Chair. It’s great to be
back in these familiar surroundings, with Members of the Com-
mittee that I enjoyed so much working with.

It’s my pleasure to be here today. With the time constraints,
Madam Chair, I ask that my entire testimony be entered into the
record, so I can abbreviate my remarks.

Ms. RoS-LEHTINEN. Thank you. Without objection, we will be
glad to enter all of your testimonies and we’ve got our enforcer here
behind me, Mauricio “The Body” Tomargo.

Mr. ROTH. As you said, Madam Chair, I spent 18 years as a
Member of this Subcommittee, two as its Chairman. I devoted
much of time to analyzing and attempting to improve the Export
Administration Act.

I leave to others whether I can claim any particular wisdom
when it comes to the EAA, but no one can doubt that I have a lot
of experience, good and otherwise, in exploring the byways and the
highways.

By way of clarification, although I'm a consultant whose clients
include firms in high tech sectors, I appear here today representing
no one but myself. Since leaving Congress, I have gained additional
knowledge of the industry’s perspective, but most of what I believe
I can offer as a function of the years I spent serving in this House
and on this Subcommittee.
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Some of us have a question whether the EAA is needed at all.
We had been surviving adequately under the International Eco-
nomic Emergency Powers Act, IEEPA, for nearly 5 years. So would
say some individuals, so why open the Pandora’s box and write a
new EAA.

I respectfully disagree. For one thing, IEEPA is largely a blank
check for the executive branch. Even if we believe that the current
Administration has taken a reasonable and balanced approach to
the export controls, there is no guarantee that that will continue
under this or under a new Administration in the future.

Second, it is Congress’ job to determine how Government regu-
latory programs should operate. Congress advocates that responsi-
bility when it throws up its hands and leaves everything to the
President.

So I believe strongly that we should have an EAA and should not
continue to rely on IEEPA.

My most important recommendations, Madam Chair and Mem-
bers of the Committee, are these. Export licenses should be re-
quired only for goods and technologies that are controllable from a
practical standpoint, are not available to our foreign competitors,
and would make, if placed in the wrong hands, a significant and
material contribution to the weapons proliferation or other legiti-
mate stated purpose of control.

If items such as personal computers and mass market software,
with 128-bit encryption, are widely and easily available domesti-
cally, export controls will not keep them away from anyone who
wants to obtain them. The same is true for items that are available
from foreign competitors whose governments do not, in fact, impose
controls as stringent as those imposed by the United States.

Second, the EAA should discourage the imposition of unilateral
export controls and other unilateral export restraints. Faced with
misconduct by Foreign Governments, public officials, like our Con-
gressmen, all too often have seen the imposition of export controls
as the only available alternative to sending in Marines, at one ex-
treme, or to do nothing on the other.

When governments whose exporters supply identical goods and
technology refuse to go along with our controls, however, the effect
is like damming up half a river. For the most part, the misbe-
having government that is the target of our ire, merely turns to in-
dustrialized countries to supply its needs, while American workers
and business people end up suffering.

This hardly seems like sound thinking to convince a Foreign Gov-
ernment to change its ways.

Third, the sluggish export control system should rule swiftly on
license applications and requests for policy determinations. Inordi-
nate delay in approving an export license and costs to a U.S. ex-
porter a sale just as surely as a license is denied. The Commerce
Department has been doing a good job of managing the dual-use
licensing system and should remain in charge.

The FAA should restrict, if not the EAA, let me say that, the
EAA should restrict, if not eliminate the extra-territorial applica-
tion of the United States Export controls. The United States takes
the position that an item made in this country remains subject to
our export jurisdiction forever, no matter how long it may have
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been exported and no matter how many non-Americans may have
owned it.

This is inconsistent with international standards. This hearing
marks the beginning of a lengthy process and I hope that it will
produce a new EAA, one that—an EAA reflecting the realities of
the millennium and not the cold war.

Now, in 1996, this Subcommittee and the House of Representa-
tives passed a bill with your help, a great EAA bill. It was applaud
by all. The President applauded it, the people here in the House
passed it under suspension, we had people in the Senate all agree.
There was only one Senator put a hold on the bill at the end and
that is why this bill was not enacted into law.

Let me say that President Clinton and Sandy Burger and Tony
Lake did a great deal to make this bill possible. We met with the
President three different times. The House passed it, the Senate,
because of one Senator, it was not passed.

I hope that this Committee and this Congress will now move for-
ward and complete that job.

Had we done so, I think many of the problems that we have
today would have been eliminated.

Thank you very much, Madam Chairman.

[The prepared statement of Toby Roth appears in the appendix.]

Ms. Ros-LEHTINEN. Thank you so much. Mr. McCurdy.

STATEMENT OF THE HONORABLE DAVE McCURDY, FORMER
MEMBER OF CONGRESS, PRESIDENT, ELECTRONIC INDUS-
TRIES ALLIANCE

Mr. McCurDpY. Thank you, Madam Chair. I, too, would like for
my statement to be admitted into the record, and I want to state,
just first of all, how pleased I am to be back.

This is my first return to the House after 4 years and I can’t
think of a finer Subcommittee or group of people to be with. As the
Chairwoman knows in the annual congressional baseball game, she
was always the most feared batter that I ever faced in all those
years, had the smallest strike zone and was one of the most coura-
geous and fearless.

Ms. Ros-LEHTINEN. The game has not improved in your absence,
unfortunately. I wish it would have been your fault, but.

Mr. McCURDY. And let me congratulate Mr. Menendez for his
steady rise in the leadership, as well.

Madam Chair, I'm delighted to be here today as representing the
Electronic Industries Alliance, over 2,000 member companies which
makes it the premier trade association for the high technology in-
dustry.

During my 14 years of tenure in this body, I served as Chairman
of the House Intelligence Committee and, as well as Subcommittees
in the Armed Services Committee and the Science and Space Com-
mittee.

I continue to serve now as a commissioner on the—and you have
to forgive the title of this commission, but it’s the Commission to
Assess the Organization of the Federal Government to Counter the
Proliferation of Weapons of Mass Destruction.
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For over a year now, we’ve been reviewing the tremendous de-
structive potential of chemical and biological and nuclear weapons
land their proliferation of that.

But the task of the commission, I must say, was to look at the
organization of the Federal Government. And what we heard ear-
lier today from both Mr. Cox and Mr. Dicks seems to be—and those
are two of my best friends and people that I respect the most in
the House.

But some of the statements that came forward with regard to the
need to actually bifurcate the decisionmaking process as opposed to
centralize is just the opposite direction that most people are look-
ing at how to organize the Federal Government to combat the pro-
liferation of technology and of weapons of mass destruction. So it
seems somewhat contradictory.

But since I do serve on that commission and, based on my past
experience, I'm very concerned about export controls for our na-
tional security. However, I also recognize the severely limited effec-
tiveness of export controls.

Madam Chair, I have the privilege of representing the most inno-
vative, yet competitive industry in the global economy. Our compa-
nies operate globally and they face intense international competi-
tion. The fact is the days when U.S. companies dominated the high
technology industry are over. Similarly, the days when the domes-
tic U.S. market could sustain the industry are also over.

It has become almost clich that the global economy is a fact of
doing business for us and is a critically important concept to keep
in mind as we formulate public policy in this area.

As any successful CEO will tell you, competing, indeed surviving
in the global economy means exporting. The phenomenal success of
U.S. technology industry comes from its entreprenurialism, its ag-
gressiveness, its willingness to compete, all those free market
forces that drive innovation.

In this kind of business environment, tapping new markets be-
fore competition does is the key to success. As you can see on the
chart behind me, our industry will export over $150 billion in goods
this year. This is more than one third of what our industry pro-
duces.

The chart also demonstrates how fast technology is changing and
becoming pervasive throughout the world. This is especially true in
the area of semiconductor speed, where Moore’s law defines rapid
pace of change.

Congress has a critical role to play in overseeing this country’s
export control system and we encourage efforts to take a fresh look
at the system, with an eye toward updating it to reflect techno-
logical and political realities of the post cold war world.

It is a daunting challenge and with that in mind, I would like
to lay out three very broad principals and I think the three Mem-
bers that are present today have expressed those, as well, what
should guide our thinking on export control issues.

The first principal is that U.S. export controls must reflect the
new commercial and political realities of the post cold war world.
The cold war export control regime was based on then, and it was
an accurate premise at that time, that if you prevent U.S. compa-
nies from exporting a product to specified destinations, you will
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have denied that destination of the use of that product or tech-
nology.

This premise no longer holds. Whereas U.S. industry used to
have a monopoly over the development and production of high tech-
nology products, many of which were directed by the Federal Gov-
ernment, many countries today produce the same or often better
commercial technologies as U.S. manufacturers.

The governments of our competitors do not place the same re-
strictions on their export activities. When U.S. companies are im-
peded from selling abroad, our competitors are willing and able to
fill the void.

The second principal is that the current model for administering
U.S. export control law is appropriate and effective in protecting
national security. And I agree with my colleague, Mr. Roth, on that
point.

Currently, there are two systems for administrating export con-
trols, both of which provide for interagency review of license appli-
cations.

Now, there’s certainly room for improvements in the license re-
view process, but essentially they’re appropriate as separate func-
tions. The Commerce Department’s review system ensures that le-
gitimate commercial exports are permitted, to the extent possible,
without interfering or threatening U.S. National Security or For-
eign Policy interest.

The State Department review system ensures that military ex-
ports promote our national security and foreign policy objectives.

The third principal is that our industry strives to be compliant
with the relevant export control laws. In fact, the industry devotes
significant resources to be compliant. Many of our companies have
elaborate and expensive export control compliance systems that in-
clude numerous highly trained staff.

I brought with me the regulations that our companies must ad-
here to and there are a stack of books there. They are very complex
and sometimes difficult to comply with.

Madam Chair, in closing, I'd like to call your attention to my
written testimony, which describes a number of specific export con-
trol issues of concern to our industry.

I hope these comments are useful for you as you continue in this
effort, and certainly I'd be happy to entertain any questions.

[The prepared statement of Dave McCurdy appears in the appen-
dix.]

Ms. Ros-LEHTINEN. Thank you, Dave. Mr. Johnson.

STATEMENT OF JOEL JOHNSON, VICE PRESIDENT, INTER-
NATIONAL DIVISION, AEROSPACE INDUSTRIES ASSOCIA-
TION;

Mr. JOHNSON. Thank you, Madam Chairwoman. As an ex-staff
person as opposed to an ex-member, I'm particularly sensitive to
the Congressional hook and will be very brief.

Obviously, Aerospace, too, is extremely sensitive concerning ex-
port controls. We exported about $59 billion last year and with a
n}clet ofSabout $37 billion, the largest net exporter of any sector in
the U.S.
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It’s certainly timely to turn to the issue of EAA. I would hope
that this also would begin a process of laying the groundwork for
a major overhaul of the overall export control legislation, regulation
and administration that would be appropriate for the 21st century.

Your Full Committee is the only Committee that can look at the
full range of export controls, including both the AECA and the
EAA, and that, I think, is extremely necessary.

I touch in my testimony on how times have changed. We clearly
don’t have a consensus among the industrial democracies that we
had during the cold war. That’s particularly true with respect to
China. The distinction between military and commercial technology
is increasingly blurred and the rate of change of technology is ever
more accelerated.

Our military is increasingly dependent on the commercial sector
for its requirements and, in turn, high technology commercial sec-
tors are dependent on the international marketplace for their eco-
nomic health.

I might note, in the case of Aerospace, as opposed to 10 years
ago, when 65 percent of our customer base was the U.S. Govern-
ment, today it’'s 40 percent. Of the remaining 60 percent, 75 per-
cent is for export.

Meanwhile, we have too many export control systems requiring
too many licenses, with too many bureaucratic actors involved in
decisionmaking. It seems to me that we do need to take a long-
term look at the process, but in the short term, it clearly makes
sense to try to pass an interim EAA, perhaps for a 3-year time
span.

The industry would certainly support such a move if such an act
contained a number of safeguards, many of which have been re-
ferred to already. Let me touch very briefly on the ones that are
critical to us.

First, obviously, foreign availability. If all the control does is shift
the source of supply, you are punishing the American supplier, not
the person that you are trying to affect.

Second, contract sanctity. In general, companies ought to be able
to carry out existing contracts, except in the context of multilateral
controls that cutoff everybody’s contracts.

Third, support of formally exported products. This is particularly
important for us in the realm of safety. People who fly commercial
airplanes often have U.S. and Foreign citizens on them, even when
they do come under some kind of export controls. They fly over
many countries’ air space.

You cannot pull an airliner in trouble off to the side of the road
and wait for a wrecker to appear.

On multilateral versus unilateral controls, obviously, as anyone
in industry will say, we much prefer multilateral controls and be-
lieve there should be some unit on unilateral controls.

I'd note that H.R. 361 is somewhat misleading in that it has a
multilateral section which in turn pertains to a whole slew of uni-
lateral controls and unilateral sanctions, which would not be emu-
lated by our industrial partners.

Economic impact. Export controls, I think, are sometimes politi-
cally attractive because they’re essentially one of the last unfunded
mandates. They don’t show up in the Federal budget. They’re sim-
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ply imposed on industry and workers. It seems to me that a CBO
review of what the costs of export controls would be perhaps appro-
priate, and enough said on that.

Time limits on controls, as I already alluded to. When the in-
tended results of controls don’t occur, there is no politically easy
way to get rid of those controls. The EAA that was passed in 1996
does have at least some automatic time endings for those controls
unless the President extends them, and I think that’s probably ap-
propriate.

Finally, licensing processing time. This was discussed consider-
ably earlier. It is terribly important in the commercial arena. You
can make time deadlines. I had a company tell me 2 days ago that
because they could not get a license within 35 days, even to re-
spond to a request for a study from Intelstat, the study went to the
Germans.

Some of us in the room are old enough to know that the Germans
not only know something about satellites, but know something
about rockets, and I'm not sure how U.S. security was improved by
turning that study over to our European competitors.

I think H.R. 361 did address most of these issues. There are cer-
tainly some limitations to it. But its not a bad starting point.

I would hope that the comments in the larger testimony will be
useful to the Subcommittee and the Committee, and I will cutoff
there before the hook comes.

4 [The prepared statement of Joel Johnson appears in the appen-
ix.]
Ms. Ros-LEHTINEN. Thank you. Dr. Freedenberg.

STATEMENT OF DR. PAUL FREEDENBERG, DIRECTOR OF GOV-
ERNMENT RELATIONS, THE ASSOCIATION FOR MANUFAC-
TURING TECHNOLOGY

Dr. FREEDENBERG. As the last one up, I will be even briefer, be-
cause I recognize it’s been a long day.

My testimony deals with the problems for U.S. companies cre-
ated by the current multilateral export control structure.

Wassenaar, which has replaced COCOM, causes a great deal of
problems, particularly with regard to China. COCOM worked rea-
sonably well and had a clear enemy. The Wassenaar arrangement
works poorly and there is absolutely no consensus with regard to
China. China is the one area which you would expect an export
control system to deal with, and yet Wassenaar, when it was
formed, as I understand it, our negotiators specifically said it does
not deal with China. It deals with the pariah states.

That put the United States in a very uncomfortable position, be-
cause the United States, one gets the impression the United States
has a fairly easy export control system on companies. I represent
the machine industry. We’ve had an average of five licenses per
year over the last 5 years. That’s 25 total. That’s a fairly tough sys-
tem.

And we’re not making judgments about any individual license,
but clearly it’s not a system that lets everybody slip through. It
also is a system which, if you compare it with our allies, the allies
are able, and I put some data in my testimony, the allies are able
to get licenses, allied companies and allied countries, such as Ger-
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many, Italy, France, et cetera are able to get their licenses through
the system in somewhere between 10 days to a month.

The U.S. system—well, it was many months and sometimes as
long as a year. So again, one would hope there would be some time
limits put in. It’s a very difficult thing to impose.

There is a particular problem because China is the largest cap-
ital goods market and what they have, following the Aerospace rep-
resentative, is that we see that Boeing is increasingly placing its
Aerospace contracts, large portions of those contracts offshore.

With the current U.S. export control system, those Aerospace
parts are likely to be made on European machine tools. They're
going to be made, the Chinese are going to get those machine tools,
but they’re going to be European. That’s something that needs to
be addressed.

There is very little chance, under the current circumstance, that
the Wassenaar allies would go along with our own tightening, but
one of the things I think we need to do is take a very serious look
at Wassenaar, decide where our negotiating strategy is, and go
back and reopen the issue.

I have three recommendations in my testimony and the first and
the most important is that foreign availability provisions ought to
reflect the system that we currently find ourselves in. We find our-
selves, under the export control system that I enforce, from 1985
through 1989, foreign availability had to be found outside the sys-
tem.

Under the current system, because Wassenaar is so loose and be-
cause we operate under national discretion, a system of national
discretion, foreign availability can be found from within the inter-
national—the multilateral system. That is, there can be, for exam-
ple, machine tools supplied from other Wassenaar members and I
think we need to have a provision, and actually H.R. 361 has a
fairly strong provision, I would recommend adopting that, which
recognizes that foreign availability can exist, in fact, from within
a system.

The other two recommendations I have, and I will conclude with
those recommendations, are I agree with Secretary Reinsch that if
we were go to go a consensus system, unless we’re very clear what
we mean by consensus, it could easily lead to a veto and we could
end up with deadlocks, with the lowest common denominator deter-
mining whether licenses go forward.

That would—as I've said, the current system isn’t exactly an
easy one. For the machine tool industries, there’s been very few li-
censes granted. If we were go to go to a sort of veto system, we
think those few licenses that were granted, there would be even
less in the future.

Finally, with regard to the recommendation for surprise inspec-
tion as a precondition for selling computers, we have to—I think
the likelihood is that the Chinese would refuse this. If we don’t
want to be selling computers to China, that’s one thing. I think we
ought to have a debate about that subject.

But I happen to know the United States has a very strong posi-
tion on surprise inspections by foreign countries, as well. That’s an
issue that went into the chemical weapons convention. We're not
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going to expect other countries to accept provisions that we will not
accept ourselves.

Now, that doesn’t mean—that’s something that we have to take
into consideration if we’re serious about dealing with China.

I think I will stop there.

[The prepared statement of Paul Freedenberg follows:]

. Ms. Ros-LEHTINEN. Thank you, Paul. I just have a few questions
or you.

Mr. McCurdy, you had stated in your testimony, written testi-
mony, that if we treat China as an enemy, then it will become an
enemy, and some would say that the Chinese communist party and
the Chinese leadership have declared themselves as enemies of the
United States.

In fact, on December 18th, the President of China gave a reform
speech to 6,000 communist party government and military officials,
stating, quote, “The Western mode of political systems must never
be copied. China should try to minimize the impact of international
risk and decadent thoughts and lifestyles.”

His comments are directed not only at the United States, but all
western countries.

Would you suggest that the U.S. should remove all export restric-
tions currently imposed on China and how can the U.S. develop
beneficial trade relations with China while safeguarding our U.S.
security interests in the region?

Mr. McCurpYy. Well, thank you, Madam Chairman. I think the
Chinese President also directed that statement at his own people.
There is a great deal of change underway in China itself.

We've seen dramatic improvement in their own emerging market
system and they are opening up to the world as we’ve not seen in
the past.

Now, I testified the other day at the International Trade Com-
mission on China’s accession to the WTO. I did so with the condi-
tion that it be done on commercially viable terms. I don’t believe
that we ought to be negotiating among ourselves, but that the Ad-
ministration should be taking those points to the negotiating table
and trying to get the best agreement they possibly can out of the
Chinese, and those will be liberalization of their system and the
market.

The comment I made, Madam Chair, about self-fulfilling proph-
ecy is that if we do not reach out, there are plenty of countries that
are willing to do so.

If it’s a unilateral decision on our part to declare that China can-
not be—or cannot take the right fork in the road, proverbial fork
in the road, to be in a more open system, one that can a more le-
gitimate player on the international arena, then we may have the
adverse consequence of actually pushing them in the wrong direc-
tion.

So I believe that we have tools available to influence much of
their decisions.

Am I saying we should have no controls? Absolutely not. We be-
lieve there should be controls. We do have regimes. We have the
missile technology control regime. We have other areas that we
should be looking very seriously at and there needs to be pressure
brought to bear on those.
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But it’s not a one size fits all type of position. As we indicated
and I think each of the panelists have indicated that there is in-
creased trade opportunities for the U.S. firms in China. It will be
the largest market. There are opportunities that we think advance
U.S. long-term national security interest, but also economic secu-
rity interest by advocating greater cooperation.

And it’s going to take a long time to do it.

Ms. ROs-LEHTINEN. Great. Thank you, Dave. Dr. Freedenberg,
you state in your testimony that without a clear U.S. technology
transfer policy toward China, that it would be difficult for us in the
U.S. to draft and enact a new EAA.

What are your initial recommendations on this?

Dr. FREEDENBERG. I think one of the problems, and I tried to get
at it in my brief summary, is there really is an ambivalence about
China. China is seen as a technology transfer risk and it’s clear
that we have rules about it and that we enforce those rules, in fact,
as I was pointing out in a much more rigorous way than our allies.

On the other hand, the Administration has also pushed very
hard for U.S. companies to get a piece of a very large market. I
think it’s—I don’t have a great deal of recommendations in my tes-
timony. I don’t have a number right now. I'd say it’s the sort of
thing where we need to most importantly look at foreign avail-
ability, give companies a legitimate right to petition the govern-
ment to demonstrate that these products are available in sufficient
quantity and comparable quality to the Chinese as a significant
factor for the government to take into account when they make li-
censing decisions.

That’s really not the case with regard to China right now and I
provide statistics in my testimony that show that there are very
large numbers of European, for example, in the area that I know,
in European machine tools going into China, with—and those—
that has never been used as an argument for allowing U.S. compa-
nies to sell to those entities.

Ms. Ros-LEHTINEN. Thank you, Paul. Mr. Menendez.

Mr. MENENDEZ. Thank you. Gentlemen, let me thank you all for
your testimony. I was reading through some of it, your extended
testimony.

I have heard today, in broad strokes, sometimes alternatively
categorized your respective industries as either incredibly impor-
tant not only for economic purposes, but for national security pur-
poses, or money hungry treasonist entities.

Could you give me a sense of, on a serious note, what is the—
what is the value beyond the economic values, which I think every-
body can ascertain, what do the values of some of the industries
you represent mean to us in terms of national security?

Mr. McCuURrDY. Congressman, we represent almost the full spec-
trum of the electronics industry, from those that are involved in
telecommunications, again, a very vibrant area that we see, con-
sumer electronics, components which are the essential elements for
any final system, all the way through the manufacturers of elec-
tronics for U.S. Government activities.

There are a couple points that I'd like to make. One is that the—
when I was—and Toby and I were up here, it seemed that the U.S.
Government was providing a lot of the leadership in technological
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development, in R&D activities, and they were leading the entire
economy. That’s no longer the case.

As a matter of fact, in 1997, we passed an important threshold.
There are now more—there’s more commercial money being spent
in space than there is government.

So, again, the innovation, and we see, as the world actually be-
comes a smaller place, because now we have communication sat-
ellites circling the earth, providing tremendous communication.

And that freedom of information, for those of us who had very
extensive careers combating the former Soviet Union and the tyr-
anny that was involved in that system, we believed that greater in-
formation, greater openness, giving the citizens the tools to reach
out and access information was going to change that system.

We find the same today. If you look at this chart on internet
users, talk about a vehicle to open up societies, this is the best. It’s
instant access to all kinds of information, both good and bad. But
they’rei going to have a hard time blocking that and I think that’s
critical.

But the industries that I represent and we, as an association or
an alliance represent perhaps the most vibrant industries in the
world today. We are now—we’ve moved from the industrial age to
the information age. We're really moving into the digital economy
and the digital age and the technological development is at such a
rapid pace, you talk about Moore’s law doubling the semiconductor
speed every 18 months, mentioned earlier, Mr. Manzullo, about the
MTOPS, the incredible change in speed there.

I don’t have it with me today, but I carry a little chip that’s
about the size of a quarter, which is a micro storage device that
has the equivalent of 340 megabytes, a little thin, little chip, the
equivalent of 246 floppy disks.

We now see fast cards and electronic cards. Again, the technology
is changing. Not only the ability of this country to expand and the
global economy to expand and for us to see the success of it, but
also improve the quality of people’s lives.

When we actually see growth rates remaining relatively low in
the consumer sector, it’s the one sector where the prices continue
to drop and it’s one of the most price-sensitive areas of the econ-
omy. Again, electronics, it improves.

And the last point I'd say is that in a way, ironically, it may be
the private sector that is now subsidizing government technology
because if these large defense firms that are providing information
services, electronic systems to the Federal Government, if they
don’t have a vibrant market, then theyre not going to continue the
R&D rate that they’re currently pursuing.

And the Government has not ante’d up at a rate which we think
is in our long-term best interest. So the irony is that rather than
the Federal Government subsidizing industry to take the lead in
technology and technological development, it may be the reverse.

Mr. ROTH. If I can just quickly add to that, Congressman Menen-
dez. When I came to this Committee, I was one of the people that
said, hey, let’s not let anything be sold overseas. We're going to
keep everything from the Soviet Union.

But as time went on, I realized that that was the wrong ap-
proach. I learned from people like Paul Freedenberg and others
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and good people like Roger Majack that you've got to look to the
future and the way you look to the future, you've got to take a look
at this technology. Technology is not a static thing.

What’s a state-of-the-art today, 5 years from now is going to be
obsolete. So what you want to do—this was the conclusion I came
to—is that you've got to protect the tip of the iceberg, the most so-
phisticated technology, but the rest of it you want to let go, because
you want to keep the state of technology in this country.

But once you deny our business to sell overseas and other compa-
nies, whether the German or French or whoever it might be, step
in, then we will no longer keep that edge. And what gives us our
protection is the edge, and that’s why we want to keep that. Some-
thing like going pheasant hunting. I don’t know. When I first went
pheasant hunting, I couldn’t get a pheasant and the reason was I
was always aiming at the bird and then 1 day a guy came and said
you've got to swing that shotgun and stay ahead of the pheasant
at all times in order to hit it, and that’s the analogy for technology.

You've got to stay ahead of the curve and once you don’t, then
you’re going to lose.

Mr. MENENDEZ. I appreciate your answers. I hope you don’t carry
that chip with you when you go abroad. You take it out of your
suit, you might be an export

Mr. McCURDY. It’s commercial available.

Mr. MENENDEZ. Is that right? OK. Let me ask you one other
question, for any of you wish to answer. If the current controls are
continued, if we do not have a new Export Administration Act,
what impact does this have on U.S. industries, their ability to ex-
port, as we turn the century?

Mr. RoTH. You're going to let the companies overseas become—
have the state-of-the-art technology and then we will no longer
have the leverage that we’ve had ever since I came to Congress.

Mr. McCurpY. I would agree with that. But, again, in light of
the testimony earlier today from Mr. Cox and Mr. Dicks and what
Toby just said earlier about the tip of the iceberg, and the Sec-
retary made the comment as well, youre talking about 11 or
12,000, I think was the number, applications for license and such
a small percentage are those that are truly involved in the very
sensitive areas.

You have a munitions list. It’s very clear, very precise. There are
some who would argue that that needs to be expanded perhaps.
The gray area obviously is in the dual-use technologies and in the
computer areas. Mr. Manzullo, I believe, last year or in the last
Congress, considered removing controls on computers.

I mean, again, what is the—it is very, very difficult to define
some of the dual-use areas and I think we have to keep that in
mind as we look at this export regime.

It would be a mistake, I think Congress would be abdicating its
responsibility if it did not reauthorize the law and make it a post-
cold war, modern, realistic regime or system that, rather than in-
hibit our ability to succeed abroad, but actually increase it.

Mr. JOHNSON. To add to that, I think we have, after all, survived
4 years without one. We could probably go on a bit longer. I think
perhaps one of the crucial problems is not reauthorizing, but one
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of not having the debate within Congress, but to have greater con-
sensus within Congress as to what export controls are all about.

The dangers that we have gotten into in the last few months in
the last Congress, was that there clearly was no consensus and
there was a tendency to run this way and that way. And that
leaves us in an even greater area of grayness and uncertainty as
to our future and our ability to plan two, three, or 5 years ahead.

So I think the debate itself will be extremely useful. As we look
around, with Congressman Roth here, there aren’t very many peo-
ple who have gone through this debate in Congress. The last EAA,
there (iivere five or ten people in Congress who were here when that
passed.

The Senate hasn’t discussed this subject for a decade or more. 1
think you need that discussion to help bring to the table these
issues and build a greater comfort level within the Congress and
within industry as to where we’re going.

Dr. FREEDENBERG. The other point is you really can’t have a sys-
tem long-term that is based on a COCOM international system.
That doesn’t exist anymore. You have a system that is much, much
different in terms of how we interact with our allies, how we deal
with the essential problem, which is China.

We’ve heard the debate about China. China is not dealt with ade-
quately within the current multilateral system and, in fact, that
causes great problems for our companies. Keeping our companies
out doesn’t necessarily help things and, in fact, it can harm us in
the long run.

But we have to make a decision on what technology we want to
go, under what circumstances, and that’s really a debate that this
Act really ought to stimulate and it’s something that would be, I
think, very helpful to undertake.

Ms. ROsS-LEHTINEN. Thank you, Mr. Menendez. Mr. Manzullo, I'd
like to recognize you for your questions, and if you could Chair the
rest of the meeting.

Toby, Dana and I concluded that you should have aimed that
shotgun at Mrs. O’Leary’s cow, thereby sparing Chicago. You
missed your true calling.

Mr. McCurDY. Thank you, Madam Chair.

Mr. MaNzuLLO—|presiding]. Thank you for testifying. Toby, I
want to just publicly thank you for the inspiration and the guid-
ance that you've given to me personally as a role model and a men-
tor in this very, very difficult area.

I want to talk about jobs. I want to get right down to why we
are here. I am terrified. I wish that every member could read espe-
cially Mr. Freedenberg’s statement on the disgrace, the national
disgrace of this country, which has the finest machine tool pro-
ducers who are being shut out of the markets in China, on the five-
axis machines. We’re having problems getting four-axis machines
into India.

I want your estimate as to the number of jobs, I hope some press
is left here—I'm sorry—still here—on the basis of a billion dollars
of exports equals 20,000 jobs. I want to know what our present pol-
icy is doing to send U.S. jobs abroad.

Dr. FREEDENBERG. China is the largest overseas market for ma-
chine tools, interestingly, but there is a real problem when you
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can’t sell sophisticated machines, which is the other part, they
don’t want to take that approach.

Mr. MANZULLO. Replacement parts, updates, right.

Dr. FREEDENBERG. I will get you the estimates. The substantial
point is the U.S. machine tool industry, which is at a disadvantage
in the 1980’s, is now very competitive, exports fully a third of its
output in the 1990’s, and China is the largest market.

That is very important and it’s going to become a much larger
market. Boeing estimates, I think, 25 percent of their sales may be
to China over the next decade. It’s a very substantial commercial
market and you want to—and those planes are going to be built in-
creasingly on Chinese—at least parts of those planes.

Mr. MANZULLO. Dr. Freedenberg, can you give us a dollar—the
word has to get out and if we can use this as a platform, the word
has to get out as to what we’re doing to destroy our jobs.

Dr. FREEDENBERG. One example we have is China is—we have
10 percent of the Chinese market and currently we have 20 percent
of the South Korean market. The differential, there close to the
same levels of economic development in terms of the sorts of prod-
ucts they’re trying to produce, automobiles, aircraft parts, et cetera.

But that differential can be—I will get you the exact numbers.

Mr. ManzuLLo. OK. Congressman McCurdy, do you want to take
a stab at that, starting with computers and anything else?

Mr. McCurpY. Certainly, Mr. Chair. I believe the real problem
that you state is one that we use quite often, and that is that for
every billion dollars in exports, you're looking at 20,000 U.S. jobs.
As I indicate in my statement, we exported, in the electronics sec-
tor, $150 billion worth of systems and technology and products.

I think there has been a lot of focus on China itself. I don’t think
anyone is up here saying that China is an easy market. China is
a very difficult market and there is a lot that has to be done.
There’s a lot of effort that has to be put in by the Administration
and by the U.S. Government to try to open that market more suc-
cessfully.

But it is clear that our competitors see that as one of the biggest
opportunities in the world today and they are without any hin-
drance, without any limitations, spending the time and money in
technology and investments to have the foothold in that market.

Mr. MANzZULLO. What are we losing in terms of items that could
be sold to countries that—a foreign availability, but which we can’t
sell because of our licensing requirements?

Mr. McCURDY. In those areas, in some of the dual-use tech-
nologies, where there is foreign availability, it is clear that if we
do not have access to that market, if we do not have a presence
in that market, that market will in fact go to competitors.

There is no guarantee, even if we had a perfect export control re-
gime, that we would be the dominant player in that market. I
think our technology is better, higher quality, and more competi-
tive in price, and, therefore, should be the commodity or product
of choice, but that’s not a guarantee.

If you look at who is doing business in China, but also through-
out Asia and throughout the emerging markets around the world,
all the major foreign competitors are there, especially in the tele-
communications area, that we also represent.
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Mr. Rohrabacher, I think, is aware as well that that is one of
the—when they deregulated and are deregulating in foreign coun-
tries the telecommunications sector, that opened up the oppor-
tunity for the creation of thousands, of hundreds of thousands of
jobs for U.S. telecommunications manufacturers.

When we are denied access to some of those markets, that has
an adverse impact on those companies.

Mr. MANZULLO. Toby, did you want to respond to this?

Mr. RoTH. No. I think Mr. McCurdy has put it very well and 1
associate myself with his remarks and the other remarks of the
panelists made here today.

Mr. MANZULLO. Applied Materials, which manufacture semicon-
ductor manufactured equipment, lost a $3 billion sale to China due
to export controls. NEC of Japan picked it up. I have—the district
that I represent is one of the most exporting and very high in ma-
chine tools and the worst that could occur now is a drying up of
machine tool exports, the same thing that happened in 1981, and
that’s when we led the Nation in unemployment at 26 percent.

Dr. FREEDENBERG. Let me give you just one example of some-
thing I've done. When I was over in Japan, I talked with a number
of export control officials and I said, one of the—you’ve actually
had fairly good arrangements with the Japanese in the area of
super-computers. We had a bilateral agreement that worked fairly
well. I suggested to the Japanese that we ought to begin bilaterally
talking about what the limits ought to be on China, get some un-
derstanding among ourselves so that we don’t undercut each other
with—in the area of export, and then try to expand it informally
within the Wassenaar agreement.

You can’t have China, now that Russia is a part of us now, you
can’t have China officially as the objective, but you can get some
understandings on what the export control levels ought to be. We
really don’t have those, and as a result, the U.S. Government from
time to time can come down very hard on a U.S. company and have
ng(l)lutely no assurance that their foreign competitor won’t get the

eal.

On the case you're talking about with Applied Materials, that’s
exactly the case. It’s exactly the same specifications for the equip-
ment that went in to China from NEC that would have come from
the United States. That doesn’t do us any good. That’s a very good
example of what we need to get some understandings with our al-
li}clas about. So the export controls are not a factor with regard to
the—

Mr. MaNzZUuLLO. What I would like to see, maybe Mr. McCurdy
and Dr. Freedenberg, I would like to see a letter, perhaps a joint
letter or individual letter—I want to quantify, present to the Amer-
ican people, present to the Members of Congress that because of
this policy, the number of jobs that we are losing. China has 300
cities in excess of one million people. Twenty-five percent of those
cities do not have airports. China is in the process of building I
think right now 13 or 14 airports in the southern part of that coun-
try, with a goal of a new airport in every city. I mean, the opportu-
nities for sales there and elsewhere are ripe.

Mr. Delahunt.

Mr. DELAHUNT. Thank you, Mr. Manzullo.



54

Let me just approach this from a different angle, and if my ques-
tions or observations appear to be naive, it’s a reflection of my—
the fact that I'm brand new to this Committee. But I find his con-
versation interesting.

Help me walk through. If—and I think this goes to the issue that
Mr. Manzullo expressed his concern about. But if an American
company makes a decision—or can an American company create a
subsidiary and situate a plant or locate a venture, whether it’s a
joint venture, whatever the mix may be, in China to avoid the ex-
port control regime that currently exists? Is that doable under
mergers and acquisitions, not only in this nation, but at, you know,
the international level? How does this issue mesh in with the
globalization, if you will, of our economy?

Dr. FREEDENBERG. You can use foreign technology, and fre-
quently the foreign technology is comparable. So you can—I've seen
U.S. companies end up, because of a sanction or a particular U.S.
law, simply shift to a foreign operation, which, as long as it’s not
using exclusively U.S. technology—very frequently Europeans have
their own technology that’s comparable

Mr. DELAHUNT. What concerns me is in terms of the national se-
curity interest, how would, again, this consolidation into national—
I mean, we see the emergence of the multinational now. I mean,
in terms of compliance, I mean, in the real world, you know, you
talk about exclusive U.S technology. I mean, that gets real murky
when we’re talking about, you know, multinational corporations.

Mr. McCurdy?

Mr. McCurDY. Well, Mr. Delahunt, a couple thoughts on that
question, which I think is a good question. Many of the competitors
that our industry faces are European. Many of those competitors
have huge ownership positions by their governments, and their
governments are actively out there supporting their export and
their activities, whereas in our free market system, in our free en-
terprise system, government doesn’t own, you know, an equity posi-
tion in the companies, and it—but in many ways is restricting
some of its ability to compete.

I was asked to give a speech recently at the U.S. Chamber of
Commerce on industrial espionage, and as former Chairman of the
Intelligence Committee, I had some recollection of some of the ac-
tivity of some of our so-called friends and allies with regard to U.S.
businessmen and business people traveling abroad and some of the
risks that were associated there.

The second point is as far as the mergers, there’s a limit to how
large a corporation can really grow and be effective. I think you’ll
see a cycle

Mr. DELAHUNT. I'm waiting for that time.

Mr. McCurDY. I think you’ll see a cycle, actually, where there
will be more and more spinoffs. A number of the—the beauty of the
U.S. system and U.S. industries—and it is true they are global in
their span. As I said earlier, a third of their products are now ex-
ported. The beauty is the entrepreneurism, the innovation, the in-
credible rapid pace of market development and time to market. You
don’t see that anyplace else, and that’s the advantage we have. But
if you slowed that down, if you take that portion away from us,
then all of a sudden, the others have a chance to catch up.
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Mr. DELAHUNT. You know, I don’t disagree. I guess what I'm try-
ing to do is say that—I'm trying to buttress or support your per-
spective here by saying, I mean, joint ventures, there are so many
different mechanisms to achieve certain ends that it causes me con-
cern.

Let me just pick up on one point that—I think it was Mr. McCur-
dy that said this earlier, about—in terms of—your concern is, of
course, that if export controls are so cumbersome, that we lose in
terms of our technological edge because the investment in terms of
R&D simply won’t be there. You gave the example of public versus
private satellite technology.

Have you seen evidence of that already happening?

Mr. McCURDY. Oh, without doubt, yes. I mean, there is

Mr. DELAHUNT. Because I think you made the comment about—
and I was really taken aback by it, is that you now—I think your
statement was that some of our global competitors are in fact
ahead of us in terms of state-of-the-art technology. Maybe I'm read-
ing into something that——

Mr. McCurDY. They’re comparable in many areas. There is no
longer—we enjoyed the greatest era of prosperity after World War
IT because we were the dominant player, we had the leading tech-
nology, we had the infrastructure, we had the education system, we
made the investments, and there really wasn’t a competitor.

In this multipolar world that we live in today that is highly com-
petitive, there are huge investments countries have taken on as a
system to develop technology that, in fact, can compete. They sub-
sidize their companies, they subsidize the exports. In the aviation
section, you see it everyday.

And one point that my friend from California made earlier about
industry, let me just say this where I respectfully disagree on one
point. It’s the U.S. businesses that in fact are concerned about
long-term security, and they have been good citizens.

There’s always an exception, there will be mistakes made, but I
don’t think it’s because of greed. If anything, Mr. Rohrabacher, I
believe that that incentive is what made this system so successful.
That’s what free enterprise is all about, that’s what we’re sup-
porting. And it can operate in conjunction with national security.
That’s why you have a munitions list, that’s why you should—
ought to focus on those areas that are specific to threats that may,
in fact, come back to haunt us.

Mr. DELAHUNT. Just one more question real quickly, because the
focus has been on China today, and I understand that, but also on
the Asian continent, we have a country the size of India. Any com-
ments on, you know, the impact of the current system as it relates
to how we do business, exports, in India. I think, you know,
there’s—that’s an immense nation, obviously.

Mr. JOHNSON. In our industry is a good example of sort of unin-
tended consequences. Because of the Glenn amendment and be-
cause of moving communications satellites to the munitions control
list, we could not sell a commercial satellite launched on a Delta
2 rocket to India or Pakistan today, and there is no Presidential
waiver authority. We have turned that market over to the Euro-
peans until the Congress does something about the Glenn amend-
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ment. No one intended on doing that, but that’s what happened to
us.
So you undercut—I don’t mean you specifically—they—the sys-
tem has undercut both the launch industry and the satellite indus-
try in the United States because of sort of unintended con-
sequences of treating commercial items as a military item. Not the
military—I mean.

The other point I would have liked to have made in terms of try-
ing to figure out jobs, it’s a very complicated issue. One reason we
focused on China is because if you take away that large market
and you give it to the Europeans, there’s a monopoly, then a num-
ber of things happen in other markets, and that’s really part of the
measure.

I remember when we did export sanctions and we denied Cater-
pillar sales of 700 pipelaying units to Russia. Comotzo moved in
and within 2 years were marketing heavy construction machinery
in the United States, and if you ride down the road today, you’ll
see Komatsu heavy equipment. It wasn’t there until we did that.
But you give a guy a free market with a monopoly price, bad things
happen elsewhere. He’s got a cash-flow to develop the next genera-
tion of products to get out there and market what you've taken
away from the Americans.

I have a company that is in the satellite area being told—it was
a supplier of components to French Company Alcatel—that they
were going to design out American components now that we’re on
the munitions list because our strings on munitions don’t stop.

Mr. MANZULLO. OK. Mr. Rohrabacher, I want to end at 10 min-
utes to six.

Mr. ROHRABACHER. OK. Well, I don’t think I have that much
time, but——

Mr. MANZULLO. Oh, OK.

Mr. ROHRABACHER. Let me just note in terms of the jobs issue,
I noticed Mr. Freedenberg sort of hedged when he realized he was
about to disclose that Aerospace jobs were being lost in order to sell
your equipment to make other equipment.

Dr. FREEDENBERG. Yes.

Mr. ROHRABACHER. Who loses? The American Aerospace workers
in my district, that’s who loses.

Dr. FREEDENBERG. I understand that entirely. In fact,——

Mr. ROHRABACHER. Right.

Dr. FREEDENBERG.—I worked very hard first against offsets,
which is essentially what

Mr. ROHRABACHER. Yes. Let me just——

Dr. FREEDENBERG. I understand.

Mr. ROHRABACHER—|continuing]. Be very clear as I talk about
losing jobs, the Chinese understand exactly how to create jobs in
China and not in the United States, and part of the bit—the crux
of this issue that we’re talking about today was the Chinese insist-
ing to these Aerospace executives that if you’re going to, you know,
launch your satellites, you've got to do it on our rockets, and then
you’ve got to improve our rockets, and then these executives get
lured into this because of the vision of the China market.

The vision of the China market, they say, you know, China is the
market of the future and it always will be. In our whole history,
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we’ve had people talking about the China market. The bottom line
is, can you—can any of you gentlemen tell me who buys more from
us? Who’s bought more from us in the last 10 years—the 20 million
people in Taiwan or the billions of people on the Mainland? Well,
you know the answer: it’s the people in Taiwan.

The fact is that up until recently, Taiwan bought more from the
United States every year than the entire Mainland of China. That’s
not to mention these other countries. This is little Taiwan.

We have people who are stumbling over themselves in order to
do business in a way that could jeopardize the national security of
our country in order to get a part of the China market. Well, this
dream is causing great damage to the security of our country. Peo-
ple can dance around the issue all they want; the crux of the mat-
ter is, we all know that Communist China could well be at war
with the United States within 10 years unless there’s some change
of dynamics. Everybody knows that. Everybody is afraid to say it,
afraid to talk about it.

What are you going to do? Are you going to say that China is
going to be on a list? We're talking about the COCOM lists of the
past. Are we going to knock it out? Everybody is afraid that, well,
then maybe we destroyed our possibility here of being not only in
the market, but we've destroyed the possibility of reaching out to
China and letting them evolve toward democracy. Well, it’s balo-
ney.

Sometime, somewhere, people are going to have to come to the
realization the people who control China hate the United States,
they hate everything we stand for. When our businesses go over
there and sell them our rocket technology or set up factories so
that they’re going to be able to compete with our Aerospace indus-
try, they think we’re weaklings and they despise us and they think
we’re degenerates because we are ending up giving their country
in the long run the leverage they need to dominate the United
States of America. If you don’t think that’s the attitude of these
people, you haven’t studied what these people are all about.

Now, I understand this dream that you've got. We're going to do
more business with them because we have all these computers over
there, and through the Internet, we’re going to open up their eyes.
I hate to tell you this, Communist people are not our problem—I
mean, the Chinese people are not our problem. The Chinese people
don’t want a boot of oppression in their face forever. They don’t
want that. The Chinese people—Tiananmen Square spoke what
they wanted. But you have a ruthless, factious state regime of peo-
ple who know everything about the United States—they don’t need
the computers to find out—who are committed to what? To making
$50—, $60— to $100 billion dollars in surplus with our trade with
them every year in order to do what? To put our people out of
work, not to give work to our people, to make sure that they can
compete with our Aerospace industry and every other industry, and
eventually to produce weapons of mass destruction that will threat-
en us. That’s what they’re doing. They’re upgrading their military
every year for the last 5 years in ways that put our country in jeop-
ardy.

And the reason there’s so much to-do about this issue is when
we loosened our restrictions, with my approval, I might add, based
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on the same arguments that you've presented us today, what hap-
pened? No, Mr. McCurdy, I'm afraid that those business executives
that watch out for America weren’t watching out for America.

I've investigated this myself for 6 months. I went to the contrac-
tors, I went to the subcontractors. People in those companies went
to me and told me they were embarrassed and they were ashamed
of their company for what they had done, and I won’t name the
companies that we’re talking about, they were ashamed because
they had spent the cold war trying to protect our country by devel-
oping the technology we needed for our own defense. And when
Aerospace workers come to you on the side and tell you they know
that they're company is engaged in something that is damaging to
our national security, a Member of Congress better well pay atten-
tion to what’s going on.

I'm sorry for getting upset, but that’s just me.

Mr. McCuUrDY. No, we appreciate your fervor, Mr. Rohrabacher.
But if I may, just on one point, I think you have to be very careful
when you categorize all of industry or all of an entire sector of the
economy with a statement that, you know, so-called friends at the
country club—in fact, it’s U.S. industry that enabled this country
to have the strongest defense

Mr. ROHRABACHER. Sure.

Mr. McCURDY—/continuing]. Without equal, without par.

Mr. ROHRABACHER. Dave, I think you can look at the record and
I don’t I've ever used the word all or industry or everybody in in-
dustry. In fact, I said earlier a member of the country club, and
that doesn’t mean everybody who is a member of the country club.

What happens when you're part of a little clique like this is you
overlook something that your buddies have done. You say,

Mr. McCurDY. Well, Mr. Rohrabacher——

Mr. ROHRABACHER—|continuing]. Well, this guy has done—I'm
not saying everybody has done it.

Mr. McCurDY. Mr. Rohrabacher, we’re not here to defend a par-
ticular company. If, in fact, there were violations, there is a system
that will take care of that. What we’re here to say is that don’t let
an exception—an exception—destroy what has been the fuel that
has run one of the most dynamic engines of a modern economy ever
in history.

Mr. ROHRABACHER. Sure.

Mr. McCurDY. We have that today and we don’t want to—and
it’s not foolproof, it’s not free of potential risk. This is still a fairly
volatile economy, and if you, in fact, are—if we’re not careful and
just take it for granted that this innovation and entrepreneurisum
will go on forever, and that this phenomenal growth will go on for-
ever, I think that’s a dangerous assumption.

So all we’re arguing for is that don’t impose a system that was
directed at an exception on the entire system and an industry that
is—shares your patriotism and your concern

Mr. ROHRABACHER. Dave, when I left this room, I went up to my
office to talk to some people in Boeing Corporation, OK, and one
of the things we just happened to talk about was that they’re find-
ing out all of these sales to China weren’t turning out so profitable
after all for their aviation industry. They got stiffed. And what
happened when they got stiffed? They didn’t order all the planes,
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but they got all the equipment, didn’t they, all those machine tools.
So where do we end up? We end up with American workers who
we're supposed to watch out for, we've given them all the tools they
need to compete with our people to put our people out of work.
Who’s watching out for America?

What we're doing is we're letting these big companies go for the
vision of a—not a long-term profit, but a short-term profit, because
you can make a 25 percent profit if you get the right deal in China,
where over in the United States, you know, maybe you’d only make
7 percent.

One last thought, and then I'll

Mr. MANZULLO. I've got to get back to my office.

Mr. ROHRABACHER. I agree with Mr. Manzullo in that we should
not be restricting——

Mr. MANZULLO. This is a slow motion.

[Laughter.]

Mr. ROHRABACHER. We should not be restricting sales of Amer-
ican technology that can be done—bought on the market. I agree
with that.

Mr. MANZULLO. Amen. This Committee is adjourned.

[Whereupon, at 5:50 p.m., the Subcommittee adjourned.]
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Thank you, Madam Chairman, for the opportunity to testify on resuthorization of the Export
Adminisration Act  The Administragon has not had an opportunity to review this issus with you since
May 1957, and many davelopments have taken place in the intervening time which shoyld be
considered, so I appreciate the opportutity to be here at the beginning of the sassion. The
Administration is still working on formulating the details of its position on the legislation, and I Jook
forward to working with you to schieve a goal I balicve we both shars +- the long ovardue
reauthorization of an EAA that will protect our national security in an era of economie globelization
that has arrived in the wake of the Cold War's end,

Since the EAA's August 1994 expiration, we have maintained export controls through a combination
of emergency statutory authority, executive orders, and regulafions. Enasting a revised EAA will help
exporters by bringing the law up to date with current global realities, minimize the possibility of legal
challenges under current emergency authority, enhance U.S. credibility in intarnational fors, snd curtail
the plecemeal export control lagislation that is difficult for industry to understand and comply with.

Today, T would like to first describs why s new EAA is preferable to operating under emargency
authority. I will then discuss tha significant features of the Administration’s proposed bill and HR.
361, which the Houss passad in 1956.

The Need {or a_Revised Export Administration Act

Operating under the emergency authority of IREPA means functioning under certain legal constraints
and leaving important aspects of our contrel system at risk of legal challenge. In sddition, it can
undercut our credibility as leader of the world"s sfforts to stem the proliferation of wospons of mass
deastruction.

While I do not want to overstate the case, because we have thus far not faced these complications, and
we will continue to pursue our export control policies despite them, at & minimum they are fikely 1o
consume increasing amounts of ime and energy that could be better used to administer and snforce the
export control system more effectively.

Legal Limi
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In some significant areas, we have less authority under IEEPA than under the EAA of 1979, Foremost
among these are the penalty authorities which are substantially lower, both criminal and civil, than
those for violations that occur under the EAA of 1979. However, sven the EAA penalties are too low,
having bean eroded over the past 20 years by inflation. The Adminigtration®s bill as well ag H.R. 361
both significantly increased these penaltics,

We rely on the dsterrent effect of stiff penalties, Ths longer we are under IREPA, or even the EAA of
1979, the more the daterrent erudes.

Another limitation of TEEPA concems the police powers (e.g., the authority to make arrests, execute
scarch warrants, and carry firearms) of our enforcement agents, Those powers lapsed with the BAA of
1979. Our agents must now obtain Spacial Deputy U.S. Marshal status in order to exercise these
suthorities and function as law enforcament afficers. 'While this complication can be overcoms, doing
so0 consumes limited resources that would be bettar used on enforcement. Both the Administration’s
proposed EAA and FLR, 361 continued these powers,

Finally, the Jonger this EAA lapes continues, the imore Ekely we will be fuced with challenges to our
authority, For example, IEEPA does not have an explicit confidentiality provision like that in saction
12(c) of the EAA of 1979 or similar provisions in the Administretion’s proposal snd HR. 361. Ase
result, the Department's ability to protect from public disclosure information concerning export license

applications, the export licenses themselves, and related export enforcement information is likely to
come under increasing sxack on severs! fronts. Similarly, the absence of spacific antiboycott
references in IEEPA has led some respondents in antiboycott cases argue - thus fir unsuccessfully -
- that BX A has no suthority to implement and enforce the antiboycott provisions of the EAA and
Export Administration Regulations. -

On a practical note, we are also finding that the Gansressicma.l requirement to o'cndﬁct post-shipment
visits on every computer over 2,000 MTOPS expoitad o fifty countries is rapidly becoming 8 major
burden. Tt forces us to divert enfo es 10 visit computars that do not need to be soen with
the result that we have fewer resources loft to focus on real enforcement problems. Unlike the
computer export notification provision in the same law, ths visit provision cannot be adjusted by the
President to take inte acoount advancing levels of technology, so we must seek relief from the
Congress on this issue.

Policy Remificai
The lapse of authority alsc has polu:y mmﬂcanom Although we have made great progress in
liminating un ary ds while enh g our ability to control sansitive experts, exportars

have the right to expect these raforms to be certain and permanent, For sxample, while we are
implementing the President's 1985 executive order making the heennmg process more disciplined and
transparent, a statytory foundation for that process would send 2n important message 1o exporters that
these reforms will not be rolled back; mdﬁ:eywmmvemeeemymeyneedw;ﬁm their export
trarsactions.
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In addition, fiilure to enact a new EAA thss reflscts the changed world situstion sends the wrong
message to our allies and regime partnars, whom we have baen urging to strengthen their export
controf laws. We have also been working with the former Soviet Union and Warsaw Pact countries to
encoursge them to strangthen their export control laws, but our credibility is diminished by our ewn
lack of & statute.

Renswal of the EAA of 1979

Some of these same issues also militate against & simple renewal of the expired EAA. For example, as
I noted earlier, the panalties have bsen substantially eroded by inflation. In addition, the EAA of 1975
is 8 Cold War statute thet simply does not reflect current geo-political realities. Its basic national
security control authorities are predicated on the existence of 8 single bipolar adversary and a
maultilateral regime, CoCom, that ended nearly five years ago. ‘A renewal of tha EAA of 1979 iz not
much better than operating under IBEPA.

Tn Rebruary 1994, the Admwstr&ﬁmpmposed arevised EAA, Grantad many !hmgs have changad
since then, but our overall goal was, and remains, to refocus the law on the secunity threat the United
States will face in the next century -- the proliferstion of weapons of mass destruction in 2 mors
complicated era then we faced during the Cold War -v&uletahngmbwummegmwmg
dependence of our own military on strong high technology companies here af home developing state of
theaxtproducts and, in tarn, dmacompamas needme;q;omommmnm cuﬂmgedge

To rneet that poal, theAdnumsmmn Spmposdanphusmdﬂmfoﬂowmgpnncxples‘ 1) establish
clear prefemnoe for export controls exercised i in eommcnon with the multilateral nonproliferation -
regimes; 2) increass focus on our own ty by gr discipline on unilaieral controls; 3)
simplify and swreamline the licensing system, 4) strengthen enforcement; and 5) provide exporters wnh
expanded rights to petition for relief from ineffective controls without impinging on the
Administration’s ultimate authority to make judgements that protect our national security.

Cansequently, the Administration’s proposal differed in several sngmﬁcan: ways from the EAA of
1979. The control authorities reflected the trend towards international cooperation on nonproliferstion
through multilateral export contro] regimes instead of reliance on the Cold War distinction betwean
COCOM-based national security controls and other foreign policy concems. The criteria goveming the
imposition or extension of unilateral controls were made clearer. The licensing process was shortened
end simplified. Enforcement was strengthened through increased penalties, greater authority for
undercover operations, and revisions to forfeiture and temporary denial order suthority. The unfair
impact provision provided exportars with expanded rights o petition for relief from ineffective
controls. .

(R 361-T1 i A drministoasi ;
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HR. 361 was largely similar to the Administration's proposal, including updates in control suthority to
address current security threats, incressed discipline on unilaters] controls, and enhanced enforcement
suthorities. H R 361 also contained provisions consistent with Administrstion licensing process
reforms,

H.R. 361 structure reflected the new challenges resulting from the end of ths Cold War. As proposed
by the Administration’s bill, the basic control authorities were multilatera! and unilateral instsad of the
national security and foreign policy suthorities of the EAA of 1979, HLR. 361's new structure explicitly
recognized the preference for complisnce with intermational regimes that the U.S. sither is = member of
{the Wassonasr Arrangement, the Missile Technology Control Regima, the Australia Group, the
Nuclsar Suppliers’ Group, and the Zangger Committes) or may help creats ex join in the future. We
viewed HR. 361's clear preference and explicit guidelines for multilataral controls as essential for
schieving our nonproliferation goals without disedvantaging U.S. exporters.

Another significant positive featurs of LR. 361 wes its increased discipline on unilaters] controls. The
determinations required by H.R. 361 for the imposition, extansion, or expansion of unilateral cantrols
required & more precise analysis of the snticipated and actual effectiveness of unilateral controls. This
mote precise analysis would have ensured that our economic security was not advarsely affected by
controls which did not significantly advance national sscurity, forsign policy, or nonpreliferation
objectives, The Administration will likely want to suggest soms changes 1o thage provisions to ensure
that unilateral export controls are available when they are in the overall national interest, consistant with
the position we have taken en sanctions reform, but in genersl we agroe with the need (o exerciss
discipline in the application of such controls. ST S :

HR, 361 also supported Administration reforms of the licensing and commodity jurisdistion processes,
Tts standards for icense processing wete cansistant with the 1995 exacutive order, which provided for
a transparent, time-limited review process that permitied all pertinent sgencies to review any livense
spplication and raise issues all the way to the President if they desired. This “default to decision”
spproach has replaced the black hole into which ficenses often fell, improving the system’s
responsiveness to exporters while alse providing broader inter-agency review of license applications
that enhances our ability to meet our national secunity, foreign policy, and nonproliferation goals,

One other ares where HR. 361 made significant improvaments is enforcement by subsiantially
increasing ¢riminal and civil penalties and providing greater operations) enf t suthority for
undercover operstions and forfeitures. These enhancements are particularly important in the current
savironment, with more diffuse threats, elaborate procurement networks, and suspect end users more
difficult to identify.

iona of
We did have concerns, howsver, about ELR. 361's terrorism, wnfiir impast, antiboycoft private right of

action, and judicial review provisions, which I will outline. We also believe that certain provisions
raized constitutional issues.
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The Administration shares the Congress’ concern sbout terrorism, and we have taken 8 very hard line
against terrorist states. However, H.R_ 361's terrorism provision would have significantly raduced the
Administration's flexibility to regulate exports to countries on the terrorist list to reflact uniques or
changed circumstances, Under it, for example, the Adminiztration would lack the necessary flexibility
to supply U.S. government (diplomatic, military, or humanitarian) operations, multilateral
peacekeeping and humanitarian missions, International Atomic Energy Agency inspections, and
activities of U.S. or third country nationals unaffiliated with the terrorism-list govemment,

The Administration opposed HLR. 361's unfair impact provision % clarify exporters’ rights to petition
for relief from burdensome and ineffective export control requirements. The provision limited U, S
exporters’ statutory right to petition for relief by failing to include ineffective is and competitive
disadvantage as grounds for such petitions. Unlike the Administration's bill, H.R. 361 also exempted
some other provisions from the unfair impact process entirely and failed to explicitly allow unfair
impact petitions based on anticipated market conditions.

H.R. 361 authorized private actions for antiboycott violations. These actions could compromise
enforcement of the antiboycott provisions of the EAA. Allowing suits for actual and punitive damages,
whather or not a violation has bean found through government enforcement action, could jeopardiza the
record of successful enforcement of the antiboycott law through inconsistent judicial interpretations,
diversion of government resources, and private setilements that deny access o evidence.

We also believe that HR. 361's judicial review provision needed 1o be clarified to ansure it would not
inadvenemly allow inappropﬁm judic'lal review of U.S. foreign and national security policies.

Finally, certain provisions of HR, 361 raised mntuuoml concams regazdmg the Ptesxdm« s
authomy to conduct diplomatic relanons and to act an advice fmm members of his cabmet

The Administration is undenahng 8 revxew of its bill as well sHR 361, and we will report to
Congress any proposed modifications or changes we might have.

Concluzion

We believe an EAA that allows us to fully and effectively address our security concerns while
maintaining a transparent and efficient system for U.S. exportors is essential. As I have discussed, the
Administration and the House, in FLR. 361, agreed on most of the important changes to bring the law
up to date in light of current economic and proliferation realities. Our preference is that you take up
reauthorization of an EAA that would build on the consensus already achieved.

1 can understand, however, given the Committes’s hoavy agenda of other matters, that you may find it
difficult to devote the time and attention needed to produce such a bill, which has not been without
controversy in the past, to say the least. Under those circumstances, we would be prepared o discuss
with the Committes an extension of the expired EAA to remedy some of the ghott tarm problems I
discussed, particularly in the enforcement area. That is not a substitute for full reauthorization, but it
will battar enable us to do our business more effectively while Congress is deliberating.
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Statement of Richard J. Hoglund
Deputy Assistant Commissioner, Office of Investigations
Unitad States Customs Service

before the

Unites States House of Representatives
Committee on International Relations
Subcommittes on International Economic Policy and Trade

March 3, 1999

Good aftemoaon, Madame Chairman and Members of the Subcommittee. ltis a
privilege to appear before the Subcommittee today to discuss Customs unique role in
enforcing U.S. export control laws and the passage of a new Export Administration Act.

Customs has a long and proud tradition of enforcing our Nation's import and export
laws. This tradition has evolved from Customs earliest responsibilities for the collection
of revenues on imported merchandise, to our role today at our Nation’s borders in
combatting the illegal international trafficking in goads which threaten the public safety
and national security.

Custems is a leader in enforcing U.S. export controls. Beginning in the early part of this
century, Customs was responsible for enforcement of provisions of the Neutrality Act
dealing with trade in arms and support to countries involved in foreign conflicts. Our
leadership in export enforcement has grown along with our country’s leadership in world
affairs, Today, Customs is a major participant in the Administration’s efforts to prevent
the proliferation of Weapons of Mass Destruction and conventional arms, combat
international terrorism, and implement U.S. economic sanctions and embargoes.

Enforcement of the Export Administration Regulations is an integral part of Customs
overall export enforcement program. We support the passage of a new Export
Administration Act to strengthen our ability to enforcement U.S. export controls.

X ntr: fo c
Customs is principally responsible for enforcement of:

. The Arms Export Control Act (22 U.S.C. 2778), which regulates the export of
arms, munitions, and military equipment;

. The Export Administration Regulations (15 C.F.R.730.1 et seq), which regulate

1
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the export of dual-use technologies and commodities, including those with
application in the development of Weapons of Mass Destruction. Customs
shares responsibility for enforcement of the regulations with the Department of
Commerce Office of Export Enforcemeant.

. The International Emergency Economic Powers Act, or IEEPA (50 U.S.C. 1701
ot seq), which regulates financial and other transactions with specified countries,
individuals and other entities; and

. The Trading With the Enemy Act (50 U.S.C. App. 1), which imposes economic
sanctions and ombargoes on trade with Cuba and North Korea,

Operation EXODUS

To enforce these laws and regulations, Custorns employs its unique border search and
law enforcement authorities in processing international passengers, canveyances and
cargo crossing our Nation's borders to insure compliance with export requirements,
collect trade data, and detect export viclations.

The focus of our export enforcement efforts has shifted to meet changes in the
international threats that have confronted the United States. From the earliest parts of
this century through the mid-1970s, the principal export control threat dealt with
trafficking in arms and military equipment to countries involved in regional and internal
conflicts. Customs efforts in those years focused on the illegal export of such goods
from the United States to supply armies and groups involved in those conflicts.

In the early 1980s, the nafure of the export control threat expanded to include efforis by
the Saviet Union and its allies to acquire sophisticated Westem technology for use in
building their military establishments. In response to this threat Customs initiated a
intensified enforcement program, Operation EXODUS, which enforced provisions of the
Export Administration Act and other export control statutes to prevent illegal exports of
munitions, strategic technologies, and shipments destined for sanctioned/ embargoed
countries from the United States. Under Operation EXODUS, Custorns significantly
increased examinations of merchandise exported from the United States to insure
compliance with export controls and interdict illicit shipments, and aggressively pursued
investigations of criminal export viclations.

With the dissolution of the Soviet Union, we have seen a shift in the threat once again.
Today, we see, first, increasing efforts by the People’s Republic of China fo obtain
sophisticated Westem technologies to enhance their military capabilities. Second, we
see rogue statas attempting to develop nuclear, chemical and biological weapons and
delivery systems. Third, we are faced with the potential for intermnational terrorists to
acquire weapons of mass destruction, arms, and other support for terrorist attacks
against innocent citizens in both the U.S. and abroad. Fourth, we again see a rise in
illicit trafficking in anms and military equipment, supplying intemational criminals and

2
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political insurgents, as well as contributing to regiona! instabilities.

Customs goals under Operation EXODUS today are to prevent proliferant countries and
rogue states, international terrorists, and trans-national criminal arganizations from
obtaining sensitive and controlled technologies and commodities, including Weapons of
Mass Destruction materials and technologies, conventional munitions, and firearms;
and from engaging in economic transactions which violate U.S. and international
sanctions and embargoes.

Our objectives are to disrupt international trafficking in sensitive and controlled
commodities through the interdiction of iflicit shipments, and to dismantle criminal
trafficking organizations supplying and supperting proliferant countries, rogue states,
intenational terronists and trans-national criminal groups.

Operation EXODUS has had a significant impact on preventing the illegai export of
strategic and controlled commodities. Since its inception in 1981, Operation EXODUS
has to date resulted in the seizure of over $1.2 billion in merchandise being exported in
violation of U.8. export controls.

Customs Unique Role in Export Enforcement

Customs role in export enforcement is unique - in terms of our legal authorities and
inspectional presence to enforce export laws and regulations at our Nation's borders:
our experience in the processing of interational passengers, conveyarces and cargo;
our expertise in examining and analyzing export documentation, and our familiarity with
licit and iflicit interational shipping modes and routes; our autormated commercial and
enforcement systeme and analytical tools; and our proactive, cooperative enforcement
efforts with both U.S. and foreign law enforcement agencies.

Border Search Authority

Let me first briefly address Customs unique legal authortties. Chief among them are
our border search authority. Customs may search, without a warrant, passengers,
conveyarnces and cargo entering and leaving the United States to insure full compliance
with alt U.S. import/export requirements and to uncover violations. Customs is the only
Federal law enforcement agency with this broad power. As a result, Customs is the
only Federal law enforcement agency with the ability to interdict, at the border and
without a warrent, merchandise being illegally exported from the United States. Every
other Federal agency with export requirements, restrictions or prohibitions refies on
Customs to enforce those provisions as passengers, conveyances and cargo cross our
intemmational borders.
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Outbound Examinati

Customs maintains 301 ports of entry and exits throughout the United States. These
include international airports, seaports, and vehicle and raif crossings along our land
borders with Canada and Mexico. Customs has more than 7200 Inspectors operating
in these ports to process passengers, conveyances and cargo o insure compliance
with all U.S. import and export requirements, detect violations, and seize merchandise
imported or exported contrary 10 law. As noted above, Customs is the only Federal law
enforcement agency with such broad border search authority. As a result, Customs
Inspectors are the only Federal presence at our Nation's borders with the ability to
examine, without a warrent, outbound passengers, conveyances and cargo to interdict
and seize commodities being exported in violation of U.S. export controis.

Customs is a world leader in import/export processes and technologies. As an
example, in the area of nuclear/radiclogical detection, Customs has worked closely with
the Depariment of Energy and other agencies to develop and issue personal radiation
detection equipment for use by our Customs Ingpectors in detecting smuggled nuclear
and radiclogical sources. We also integrate more sophisticated detection
instrumentation into other examination technologies, such as mobile and fixed-site x-ray
imaging equipment deployed in our ports. Customns leadership in this field is well
recognized in the international community. The U.S. Depariment of State relies on
Customs o provide technical expertise in the selection of detection and examination
technolegies to be provided to foreign customs services, and in the training of the use
of that equipment, including training at the Customs/ Energy Radiation Academy, or
RADACAD. We continue to work with Govemment and industry partners to identify
emerging technologies to identify chemical and biological weapons and other threats
which will provide us with stand-off, non-intrusive examination capabilities.

Customs position as the principal agency responsible for regulating the import and
export of commercial merchandise gives us unique expertise in the processing of
import/export documentation and the international movement of passengers,
conveyances and cargo.

All import and export information accompanying intemational shipments of merchandise
must be submitted to Customs. Our experience in reviewing and analyzing this
documentation atlows our Inspectors and Special Agents to identify discrepancies and
other indicators of potential iflegal movements of goods, and is a critical toc! in selecting
import and export shipments for examination under our border search authority.

Our long standing invoivemnent in regulating the intemational movement of cargo gives
us significant expertise in how goods move around the world - both in legitimate
transactions, as well as in illegal transshipment, re-export, and smuggling cases.
Again, this expertise allows our Inspectors and Special Agents to recognize warmning
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signs that an intemational movement is outside the norm - which may be an indicator of
illicit trafficking activity, prompting an exarnination which may lead to an interdiction of
Weapons of Mass Destruction materials or technologies, arms, or other contraband.

Automated Export System

Customs commercial and enforcement automated systems are key tools in our
interdiction and investigative efforts. We are increasingly moving from a paper to an
automated environment, including in the submission of import and export data. This
shift to automation gives us better and more complete information more quickly - and,
more importantly from a law enforcement perspective, allows us to use automated
analytical tools to process that import/export data to spot anomalies and identify high-
risk shipments for intensive examination, as well as pattemns and trends which lead to
the identification of international criminal trafficking networks to be targeted for
investigation.

Customs manages the Automated Export System, or AES, which is the next generation
of automated export data management. Utilizing AES, U.S. exporters, freight
forwarders, carriers and other filers may submit automated data regarding merchandise
being exported from the United States. This automated syster will largely replace
teday’'s hard-copy Shippers Export Declaration and export manifest. AES provides for
the collection of more timely and accurate export trade data, as well as for the ability to
utilize analytical targeting tools to analyze submitied data to identify high-risk shipments
for intensified examination by Customs. AES is operational at all Customs ports.

Currently, 150 companies are filing automated export data with Customs via AES, on
behalf of 15,000 exporters. There are also an additional 360 participants developing or
testing software to enable them to file utilizing AES. We anticipate AES participation
will grow to 450 filers by the end of Fiscal Year 1998, and to 1050 filers by the end of
Fiscal Year 2003. Filers cutrently utilizing the Department of Commerce’s Automated

Export Reporting Program to file export data will migrate to AES by the end of Fiscal
Year 1999.

This increased participation will greatly enhance the use of AES as an enforcement
tool. Licensing and regulatory agencies will be better able to track exports of licensable
commodities. AES currently includes automated interfaces with the Department of
Commerce, the Bureau of the Census, the Department of State, Office of Defense
Trade Controls; and the Department of Treasury, Office of Foreign Assets Control.
Further enhancements to these interfaces and interfaces with other agencies are being
explored.

To further enhance AES's use as an enforcement tool, in March 1999 Customs will
implement a new sea vessel module in AES. This module will capture
booking/transportation data on a pre-departure basis, which will greatly assist in
targeting of high-risk shipments for examination. Customs is developing simitar
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modules for other transportation environments.

AES's enforcement applicability is also greatly enhanced by Customs development of
the Automated Targeting System, or ATS. ATS is a rules-based automnated analytical
tool which is designed to facilitate the targeting of high-risk cargo for intensive
examination prior to export, through analysis of export data resident in AES. ATS will
be deployed at 15 high-risk international airports by the end of Fiscal Year 1989,

Proactive Export Investigations

Finally, our experience in conducting proactive investigations of international trade
violations directly contributes to our export enforcement efforts. Our experience and
successes in conducting proactive investigations of criminal export viclations continue
Customs tradition of leadership in export enforcement. Customs investigations have
resuited in the arrest, prosecution and conviction of hundreds of criminal export
violators dealing in equipment ranging from sophisticated computer and precision
machining technologies used for nuclear weapons development, to helicopters
equipped for chemical agent dispersal, to nuclear reactor components.

By way of illustration, in 1898, Customs obtained the conviction of two individuals in
Oregon on export and money laundering charges in connection with their attempts to
export chemical compounds used in the production of nerve agents to lran. Ina
second case, conducted jointly with the Department of Commerce, Office of Export
Enforcement, we obtained the conviction of a major intemnational computer
manufacturer for violations of the Export Administration Regulations in connection with
the unlawful export of computers to a Russian nuclear weapons laboratory. In a third
case, also worked jointly with the Office of Export Enforcoment, we obtained the
conviction of a U.S. corporation for the #legal export of $3 million worth of aircraft parts
to Iran.

in the past two weeks alone, Customs special agents have arrested two Chinese
nationals invoived in the attempted export of sophisticated aircraft and missile
gyroscope systems to China, and obtained the conviction of a third individual for earlier,
attempted exports of similar sophisticated aircraft guidance components to that country.

International Cooperation

A key element of our enforcement efforts is coordination and cooperation with our
foreign customs and law enforcement counterparts. In fact, many of our most
successful interdictions were effected by foreign customs and law enforcement
agencies, based on our providing them with the information they needed to stop these
shipments before the goods were delivered to their intended, ultimate destinations.
Custorns maintains 25 Customs Attache offices in countries around the worid to
coordinate our international enforcement efforts. As | previously mentioned, one of our
export enforcement objectives is the dismantlement of criminal trafficking organizations
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- not just in the United States, but in every country and venue in which they operate.
Qur foreign partnerships are essential to meeting this objective.

In addition to cooperation on international investigations, Customs provides training and
technical assistance to foreign customs agencies in countries which may serve as
sources or transit points of illegally trafficked nuclear, radiological, chemical or
biological materials. This training and technical assistance is designed to assist foreign
governments in strengthening border control and enforcement capabilities to identify,
detect and interdict Hlicit shipments and investigate trafficking violations.

This training, supported by both the Department of Energy and the Department of
Defense, is provided to the countries of the Former Soviet Union, Eastern Europe, and
the Balkans; and includes both in-country training as well as advanced training in
examination and interdiction techniques at the Radiation Academy. or RADACAD,
operated by the Departrment of Energy and Customs in Washington State.

N ort

Customs enforcement of the Export Administration Regulations is an integral part of our
overall export enforcement program. Customns suppert passage of a new Export
Administration Act as a way to enhance enforcement of dual use export controls.

Since the expiration of the Export Administration Act, the Export Administration
Regulations have been continued in force under the provisions of Executive Orders and
the International Emergency Economic Powers Act, or IEEPA. While we have attained
considerable success in enforcing the Export Administration Reguiations under the
provisions of the IEEPA, renewal of the Export Administration Act would both clarify the
status of the Regulations, as well as ease the administrative burdens attendant to
renewing the Regulations on an annual basis under Presidential Orders, modifying
enforcement documentation to reflect current authorities, and similar requirements.

The Congress last considered passage of an Export Administration Act in 1998, That
proposed legislation was introduced before the Congress as H.R. 361, which was
passed by the House of Representatives in 1996 but was not considered by the Senate
before the adjournment of that Congrass.

Section 110 of H.R, 361 contained provisions for criminal penalties of for individuals
convicted of viclation of the Export Administration Act of 10 years imprisonment and a
maximum fine equal to 5 times the value of merchandise illegally exported or $500,000,
whichever is greater; and for corporations, a maxiumum fine equal to 10 times the value
of merchandise illegally exported or $1,000,000, whichever is greater.

Section 113 of H.R. 361 contained various enforcement provisions, including statutory
provisians to authorize Customs to conduct investigations of viclations within and
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RENEWAL OF THE EXPORT ADMINISTRATION ACT

STATEMENT OF FORMER REPRESENTATIVE TOBY ROTH
BEFORE THE SUBCOMMITTEE ON INTERNATIONAL
ECONOMIC POLICY AND TRADE,

UNITED STATES HOUSE OF REPRESENTATIVES

March 3, 1999

| Madame Chair and digtinguished members of the subcommittee. It is a pleasure to
have been invited to appear before you today. As you know, [ spent eighteen years as a
member of this subcommittee, including two as its chair. I devoted much of that time to
analyzing and attemnpting to improve the Export Administration Act. 1 leave to others
whether I cam claim any particular wisdom when it comes to the EAA, but no one can
doubt that I have a lot of experience--good and otherwise—in exploring its highways and
bywsys.

way of clarification, although I now am a consultant whose clients include

firms in the high technology sectors, I appear here today representing no one but myself.
Since leaving the Congress, I have gained additional knowledge of the industry
perspective, but most of what I belicve I can offer is a function of the years 1 spent
serving in this House and on this subcommittee. '

Do We Need an Export Administration Act?
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ﬁo@ questioned whether we need an EAA atall. “We have been surviving
adequately under the Internstional Emergency Economic Powers Act, or IEEPA, for
nearly five years,” say these individuals, “so why open Pandora’s Box by trying to write a
new BEAA? Better the devil you know than the devil you don’t” 1 respectfully disagree.
For one thig, [EEPA largely is & blank check for the Executive branch. Even if we
believe that the current Administration has taken & reasonable and balsnced approach to
export controls, there is no guarantee that this will continue vnder this or 2 new
administration in the future. w_it is Congress s job to detennine how government
regulatory programs should operate. Congress abdicates that responsibility when it
throws up its hands and leaves cverything to the President. It may be hard to believe, but
some aspects of the current export control regime are less than perfect. By writing an
EAA&atis‘morcspeciﬁcﬂmﬁ;eopm—eﬁdeﬁlBE?A,Conmcmimpmvethe
situation in a way that the often stalemated Executive sgencies cannot.  Finally, Under
Secretary Reinsch has pointed out a number of problems inherent in having export
controls on dual uss itoms based upon TEEPA rather than the EAA. These include the
very real possibility that thie: Berman Amendment to TEEPA nullifies some aspects of
export control and antiboycolt regulitions that relste to transfers of information, the
possible weakening of confidentiality for business and trade information submitted to the
Commerce Departmient in corinection with export controly, and the lack of police powers
. for the Cominerce Department's enforcement agents, -
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So 1 do believe—strongly--that we should have an EAA and should not continue to
rely on IEEPA.

What Should Be the Goal of an EAA?

One goal of an EAA is of course to ensure that items critieal to our militery
security do not reach the hands of our adversaries. I support that goal and I believe that
American exporters do as well. It’s important to keep in mind, though, that “natiopal
security” includes economic as well as military security. This is an era where our military
budget has been reduced and our anmed services increasingly are seeking to purchase
commercial off the shelf items. We accordingly should take care not to make the
potential market for such items so restrictive that the purchase cost to the United States
government becomes unaffordable.

Put slightly differently, export controls impose costs. They cost American jobs
and can weaken our ecanomy. Sometimes that is 2 cost we must and should pay to ensare
our security but we should never ignore the fact that there ir a price.

A Better EAA
There are a number of improvements that 3 new EAA could bring to the existing

stern. Because [ am limited to five minutes, T will focus upon the four that I deem most

important:
/Expmtrlicenseu should be roquired only for goods and technologies that (1) are

controllablefrom a practicsl standpoint; (2) are not available from our foreign
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cotmpetitors, and (3) would make-if placed in'the hands of the wrong people—-a
significant snd material contribution to wﬁa}mm proliferation or other legitimate,
stated purpose of control. ‘

The EAA should discourage the ifoposition of unilateral export controls and other
unilatersl export restraints. X

The often sluggish 9&:;!1 control system should rule swifly on license
applications and reqﬁ/ojsu for policy detetminations.

The BAA should restrict, if not eliminate, the extratemitorial application of United
States export controls.

Export licenses should be required only for goods and technologies that
(1) are controllsble from a practical standpeint, (2) are not available
from our foreign competitors, and (3) would make—~if placed in the
hands of the wrong people—-a significant end material contribution to

4 weapons proliferstion or asother legitimate, stated purpose of control.
\

This my most important recommendation. {4 such as personal computers

and mass market software with 128-bit encryption, are widely and essily available
domestically, export controls will not keep them away from anyone who wants to obtain
them. The same is true for items that are availsble from foreign competitors whose

governments do not in fact impose controls as stringent as those imposed by the United

We also should limit our controls to items that are essential to cur adversaries, as

opposed to items that merely may be useful to them. Justice Potter Stewart said in the
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Pentagon Papers Case that “when cverything is clasgified, then nothing is classified, and
the system becomes one to be disregarded by the cynical or the careless.”! The same is
true of export controls. If we want exporters to take our controls seriously and want other
governments to adopt similar controls, our restrictions must be limited to truly significant
items. Although controls have been reduced in recent years, we still overcontrol a
number of aress (e.g., machine tools, encryption) and our allies have in some instances
refused flatly to match our restrictions. Even controls that may have been reasonable
when imposed, such as the computer thresholds established by the National Defense
Authorization Act for Fiscal Year 1998,2 quickly become cbsolete in an era of rapid
technological progress. A new EAA should ensure that our controls keep pace with the
reality of techmological progress and the globalization of knowledge.

While Congress should avoid micromanaging the system, you do have a
responsibility to set sppropriate criteria for imposing controls. Your criteria should

include the three I've mentioned.

L\ ' New York Times Co. v. United States, 403 US. 713, 729 (1971) (Stewart, .,

{ M EAA should discourage the imposition of unilateral export controls
and other unilsteral export restraints.
7,
el

2 Pub. L. No. 105-85, §§ 1211-1215, 111 Stat. 1629 (1997).



79

with misconduct by forcign govemments, public officials too often hnveA
seen the imposition of export conirols as the only available alternative to sending in the
Marines, at one extreme, or doing nothing, at the other. When other governments whose
exporters supply identical goods and technology refuse to go along with our controls,
however, the effect is like damming half a river. For the most part, the misbehaving
government that is the target of our ire mercly tumns to other industrialized countries to
supply its needs, while American workers and business Ipeople end up suffering. This
hardly seems likely to convince a foreign government to change its ways.

To be sure, we all can conceive of circumstances where it may be important for the
United States to take a principled stand regardless of what other nations might do. It
seems to me, though, that such occasions should be relatively rare and that we have
substantially overused unilateral controls in recent years. A new EAA should restrict
such controls by allowing them to continue only for & brief period of time—say sixty or
ninety days—unless Congress passes and the President ans a joint resolution keeping

them in force.

The often sluggish export control system should rule swiftly on license
_ applications and requests for policy determinations.

ﬂﬁﬁnordinate delay in approving an export license can cost a United States exporter a
(_//7 sale just as surely as if the license is denied. The Commerce Department has been doing

ngoodjobofmamgingtheduﬂuseﬁcensingsystanmd'shmldmminincharge. A
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new EAA should requirc Commerce and its advisocy agencies to meet time limits at least
as strict as those currently imposed by executive order in ruling on licenses, commodity
classification requests, and advisory opinion requests. The commodity jurisdiction
process, which is run by the State Department, ofien takes a year or more to produce a
determination. Congress should subject this process to a sixty day limit.

You also should ensure that interagency disagreements are resolved expeditiously
and fairly. A new EAA should place the burden of escalating a disagrecment on the
agency that objects to the interagency determination, with the proviso that a failure to
escalatga case within fifteen days will constitute acquiescence in the determination.

. The EAA should restrict, if not eliminate, the extraterritorial
; 1application of United States export controls.

The United States takes the position that sn item made in this country remains

t to our export control jurisdiction forever. No msiter how long ago it may have

7/7 exported and no matter how many non-Americans may have owned it, our rules
govern a “U.S.-origin” item in perpetuity. This is inconsistent with international

standards. 1t is a position that our allies do not take as to their own products. In practice,

it has two results: Either the foreign importer purchases the U.S.-origin item and ignores

our “reexport” controls or—-even worse--forcigners buy finished goods from non-United

States sources and “design out” United States parts and components from their own

products.
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It is one thing to control an item en route from Country A to Country B where it
came to rest briefly in A while intended for trensshipment B, No one objects to that. Itis
quite something else, though, to say that a machine that has been owned for a period of
time by a non-United States person in a foreign country, particolarly & country that
imposes its own export controls, remains subject to United States law.

Last August, the American Bar Association resolved that the United States should
not adopt or maintain controls on foreign transactions of foreign parties where the only
comection 1o the United States is either “the U.S. origin of transaction products, content
or technology” or “ownership interests of U.S. nationals in the foreign corporations.”
This is a sound recommendation. It conforms to principles of international law, reflects
appropriate comity among nations, and should be a part of the new EAA.

* * . - *
, M‘éhmngmam&ebemg of a lengthy process—-ane that 1 hope will
not just a new EAA but an EAA reflecting the realities of the Millennium rather

of the Cold War. I see many important issues, beyond those I’ve mentioned,
the subcommittee ought to consider in drafling this legisistion. I hope to continue

orking with you toward that end, and thank you again for asking me here today.
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L INTRODUCTION

ank you, Madam Chairman, for the epportunity to testify today on dual-use
export controls policy for the Information Age. I represent the Electronic Industries
Alliance (EIA). EIA is a federation of associations and sectors operating in the most
competitive yet innovative industry in existence. We are comprised of over 2100
members representing 80% of the 3550 billion U.S. electronics industry. Our member
and sector associations represent telecommunications, consumer electronics, components,
semiconductor standards as well as several other vital areas within the electronics
industry.

T am also a fonmer member of Congress from Oklahoma. /Btiring my 14 vear

tenure in this body, I served as Chairman of the House Intelligence Committee, as well as
subcommittee chairman on the Armed Services Compmitiee and the Science Committes. 1
continue to serve as a member of the Weapons of Mass Destruction Commission, a group
of experts investigating how this country can combat proliferation. So I am well aware of
how dual-use civilian technologies can be used for military purposes, and the important
rolg of export controls to our national security. 2Bt [ also recognize the severely Limited
effectiveness of export controls, as well as the vital importance of a strong and innovative
high techmology sector to keep our armed forces a step abead of any adversary.
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o REALITIES OF TBE GLOBAL ECONOMY

In my new capacity as EIA's President, I have the privilege of representing the
most dynamic and competitive industry in the U.S. econonty today - actually, I should
say, in the world economy today. The companies we represent operate globally, they
think and plan in global terms, and they face intense international competition, The fact
15, the days when U.S. companies dominated the high-technology industry arc over.
Similarly, the days when the domestic U.S. market could sustain the industry are also
over. It has become almost cliche, but the global economy is a fact of doing business for
us, and is a critically important concept to keep in mind as we formulate public policy in
this area.

As any successful CEO will tell you, competing -- indeed, surviving -- in the
global economy means exporting. The phenomenal success of the U.S. technology
industry comes from its entreprenurialism, its aggressiveness, its willingness to compete -
- all those free market forces that drive innovation. In this kind of business environment,
tapping new markets before the competition does is the key to success. In 1997, more
than ope-third of what the U.S. electronics industry produced was exported overseas, over
$150 billion in goods. That means more than a third of the 1.8 million employees who
work for U.S. slectronics companies depend on exports for their jobs, and the percentage
goes up every year. Too often, we fail to recognize the profound implications of these
facts, and T will get to those in a moment.

We must also recognize that our high-tech companies are the engine for
technological innovation and economic growth in the world today. The U.S. economy is
the most competitive in the world due in no small part to the amazing advancements our
corspanies have achieved. Technologies which, not long ago, had only military or limited
civitian applications are now pervasive in our society, and the greater economic efficiency
stemming from this diffusion of technology has been the driving force for the remarkable
prosperity so many Americans are expetrisocing.

The impact of export controls on how this industry competes in the global
economy is substantial. They hold us back from competing, Unilateral export controls
essentially force us to cede the playing field to our overseas competitors, or at least
burden us to the point that we cannot compete effectively. The case of eneryption
controls provides the best example. No amount of government subsidies could do more
to develop the European encryption industry than U.S. export controls have.

In short, we agree that when export controls are used properly, they canbe s
useful tool in combating the development and proliferation of weapons of mass
destruction. But they are a tool to be used carefully and sparingly because of their severe
pegative impact on our industry and their often-limited impact on the target country.
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Ifl. PRINCIPLES FOR A NEW ERA

This Commitiee has a critical rolc to play in overseeing this country's export
control system, and we appreciate your interest in taking a fresh fook at the system, with
an eye towards updating it to reflect the technological and political realities of the post-
Cold War world. It is a daunting challenge, as you are well aware, This is a subject
which bas confounded policy makers for much of this decade, as evidenced by the fact
that the Export Administration Act lapsed nearly five years ago. It is an important issue
with high stakes for our national security and econormic vitality alike, and we look
forward to working with you as you continue in this process. With that in mind, I would
like to lay out three ve; ad principles which guide our thinking on export control
issues, and which Jufge you to consider in your deliberations.

Export controls must reflect post-Cold War realifies

g g The first principle is that U.S. export controls must reflect the new commercial
and p

olitical realities of the post-Cold War world. The Cold War export control regime
based on the then-accurate premise that if you prevent U.S. companies from
xparting a product to specified countries, you will have denied that country the use of
at product or technology. But as I mentioned earlier, this premise no longer holds truc.
Whereas U.S. industry used to have a monopoly over the development and production of
high technology products, today many countries produce the same, or even better,
commercial technologies as U.S. manufacturers. Furthermore, the governments of our
competitors do not place the same restrictions on their export activities. When U.S.
companies are prevented from selling abroad, our competitors are willing and able to fill
the void.

During the Cold War, national security threats came from clearly identifiable
sources, that is the Communist bloc, and the western alliance was basically united in
confronting these threats. Through the muitilateral export control alliance called
"CoCom," the wester slliance cooperated to prevent exports of militarily sensitive
technologies to the Communist bloc. CoCom controls were binding, as any member state
could veto an export by another member state.

But with the collapse of Communism, the multilateral consensus collapsed with it.
‘The threats to our national security arg more diffuse, coming from rogue terrorist cells or
a few outlaw nations. The successor to CoCom, known as the *"Wassenaar Arrangement,”
reflects the disagreement among our allies regarding where new threats will come from.
‘The Wassanaar Arrangement {s nominally directed against only four states -- Iraq, Iran,
Libya, and North Korea — and even in those cases, no Wassanaar member country has the
power to veto any exports of other countries. The members have pledged only to limited
information sharing, relating to technologies with obvious military applications. Despite
extraordinary efforts by the U.S. government to strengthen the binding aspects of the
Arrangement, this was the most our allies would agree to. That is the reality we are faced
with as we consider unilateral export controls. The exceptions are the multilateral
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regimes to control the spread of nuclear, chemical and biological weapons of mass
destruction and their means of delivery. In these areas, strong multilateral export controls
are more effective.

Crur best example of the lack of international consensus, and the most important
from industry's perspective, is China. While the U.S.-China relationship may be
controversial in this country, there is no such dilemma for our allies. For them, Chinaisa
strategic partner ta cooperate with on a wide range of political and economic issues, and
is also the single largest emerging market in the global economy. Though I certainly do
not condone China's record on human rights, ] tend to agree with the assessment that if
we treat China as an enemy, it will become an enemy.

1 would like to make one last point on the Cold War. During that period, many in
the high technology industry were dependent on the domestic market for sales. Today,
virtually all commercial high-tech industry must compete globally to survive. This fact
has important ramifications for our armed forces and our natienal security. Post-Cold
War budget realities dictate that many defense suppliers can longer depend on the
Pentagon as their primary buyer, meaning the military increasingly must depend on dual-
use civilian technology. Yet, in certain sectors, the U.S. is losing its market share to other
producers. U.S. national security may be harmed if the lead in dual-use commercial
technology moves offshore as the result of unsound U.S. export control policies.

Clearly, we should not use Cold War-cra solutions to solve Information Age
problems. Unilgtefal export controls are Cold War solutions.

The current export control system is appropriate and effective in
protecting national security

‘The second broad principle is that the current model for administering U.S. export

‘control law is appropriate and effective in protecting national security. nily, there
are two systems for administering export controls, both of which provide for interagency
review of license applications. The Commerce Department handles applications for the
export of civilian and dual-use products and secks advice from other agencies, including

< 7 the Departments of Defense, Energy, State, Justice, and the intelligence community.
referral agencies participate fully in the license review process and have the sbility to
place conditions on Hcense approvals, or recommend denial. This is the system which is
esuthorized under the EAA. ’

The State Department handles applications for exports of explicitly military items,
using a similar interagency referral process. Their system is authorized under the Arms
Export Control Act, which is not up for renewal.

The license review processes in both systems can be improved, but essentially
they are appropriate as separate functions. The Commerce Department review system
ensures that commercial exports needed for U.S. ic strength are permitted to the
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extent possible without threatening U.S. national security and foreign policy interests.
The State Department review system ensures that military exports promote our national
security and foreign policy objectives.

Many people are unaware that the Corumerce Department conducts numerous
follow-up checks on high technology exports to ensure that goods are being used where
they are supposed to be, and for the purpose for which they were approved. The
Department also audits U.S. exporters’ record keeping and compliance with license
conditions on a regular basis.

High-tech companies sirive te be good corporate citizens

¢ third principle is that our industry strives to be compliant with the relevant

export control laws. In fact, our industry devotes significant resources to be compliant

ith.those laws. Many companies have elaborate and expensive export control

mpliance systems that include highly trained staff. This resource allocation

emonstrates our industry’s recognition that export controls are important and that there
is 2 need to maintain a system that serves to protect our national security and foreign
policy interests. This is especially true when it comes to preventing the spread of
technologies to rogue nations,

While we support general government aims to ¢reate an effective control system,
we also want to ensure that these controls are administered in a2 way that allows legitimate
sales to go forward, while preventing those truly detrimental to our national security and
foreign policy interests.

IV. GUIDELINES FOR AN INFORMATION AGE EXPORT CONTROL
REGIME

EIA members have a keen interest in the substance and content of the Export
Administration Act. Importantly, we have been involved with previous rewrite efforts
and have warked closely with this and other relevant committees of jurisdiction. We
recognize that there has been much debate within Congress, and within our own industry,
as to whether there should be a renewal of the Act this year. 1am not here today to debate
the merits of this course of action but instead to discuss what we see as the key elements
of any rewrite of the EAA. The following is a recitation of our priority export control
issues,

A Curtailing Unilateral Export Controls

U.S. foreign policy and national security export Is, when impl ted
without coordination or cooperation from our key allies, frequently place U.S. companies
at a significant competitive disadvantage vis-a-vis foreign competitors. While our
industry is not opposed to the use of export controls to punish rogue nations or
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individuals, we believe that unilateral export controls have a very limited effectoni a
particular target country and unnecessarily hurt our most competitive industries.

We propose that if unilateral controls must be used, policy makers consider a
number of issues in their formulation. First, we believe that this type of tool should be
used sparingly and implemented for a finite period of time {perhaps six months) white our
government negotiates with foreign governments on a broader multilateral
implementation.

Furthermore, we advocate that our government follow certain criteria in their
decision-making process, These criteria should provide a check-list of steps that policy
makers follow before the controls are imposed, and help them evaluate the effectiveness
of the controls, For example, if multilateral agreement cannot be reached, after a defined
period, then the unilateral controls should be removed, and U.S. producers be allowed to
export without restriction. The critical element here for policy makers to evaluate, in the
implementation of controls, is the balance between maintaining the bealth of our
economy, and the protection of our foreign policy and national security inferests. These
criteria would also establish a rationale for continuing the controls past their expiration
date. Such 2 balancing test should address:

(1) The actual effect that the controls would have on the target counfry;

(2) The ability of the target country to obtain the technology from other soutces;
(3) The potential effect that the controls would have on U.S. industry; and

(4) The level of multilateral cooperation that the U.S. is able to secure,

‘While we recognize that there may be instances where export controls are needed
in order to punish a nation for their undesirable activities, we recommend that the
controls be imposed under strict time limitations combined with a review mechanism that
evaluates its effectiveness. If the controls are not deemed to be effective, then they

should be discgntinued.
I/l?man/y,:or any export restriction that is imposed unilaterally, there should be a

requirement that the government attempt to negotiate a multilateral agreement from other
relevant industrialized countries. An export restriction is only as effective as its ability to
limit a target country from obtaining the desired goods and technology. If the target
country is able to do this by trading with other countries, the unilateral controls are
rendered ineffective. However, if the U.S is able to gain consensus from other countries
to prohibit the export of the technology, then the restrictions will be more effective.
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B. Forward Looking Foreign Availobility

As noted above, assessments of foreign availability are a very important aspect of
the determination of the effectiveness of U.S. export controls. Accordingly, whena
controlled product is deemed to be effectively available from foreign sources, U.S. law
should allow for quick and decisive relaxation of restrictions on the relevant product,
Our industry has much experience with situations where a product or technology was
deemed to bave been available from foreign sources by the Department of Commerce,
however, by the time that the assessment had been completed, the product life cycle of
the technology had already passed and U.S. manufacturers had missed out on an
important forcign sale.

A strong foreign availability assessment process is an essential part of any rewrite
of the Act. These assessments ensure that U.S. export controls are not implemented in a
vacuum and are effective in light of today’s global realities. In essence, they are export
control “reality checks™ that make our control system relevant.

In addition 1o supporting a strong foreign availability system, EIA proposes an
additional element: The ability of these assessments to take into account what
technological levels will be in the future. This is called “forward looking” foreign
availability and it provides for a process by which government analysts make reasoned
assessments of where selected technology is expected to develop in six months and then
propose relaxation of the relevant export controls. Such a regime would address the
problem that many find with the current foreign availability process, in that the entire
analytical process can take months for conclusion. Meanwhile, valuable sales
opportunities could be lost by U.S. firms. A forward Jooking process would eliminate
delays through a prospective determination of future technology levels which would
trigger appropriate adjustments to control levels before they had a detrimental effect on
U.S. industry.

Additionally, we believe that the Departiment of Commerce should remain central
to this process. This agency has 3 successful history in making these detenminations.

C. Indexing of Control Levels

Related to the notion of forward looking foreign availability is the concept of the
indexing of controls levels. This concept is especially important for the high technology
industry because of the extremely fast pace of today’s technological development. While
at one time product life-cycles were 2 year or longer, today our most competitive
companies find themselves faced with product life-cycles of six months or less. The
brevity of these life cycles necessitates that export controls are fashioned in a way that
they are able to keep up with technological changes. This problem is most apparent in the
somputer manufacturing and internetworldng sector. ’
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The most effective way to solve this problem is the creation of an indexing system
that would peg U.S. export control levels on products (such as puters) on current
levels of technological sophistication of products on the market. This indexing syster
would mclude an assessment of the most technologically advanced system on the market
at the time and then calculate a control level that reflected an appropriate percentage of
that level. If implemented, UJ.S. export controls would be truly reflective and responsive
to industry developments. Such a system would not have a deleterious effect on national
security because control levels would reflect the current global market for the technology
and would also reflect foreign technological developments.

D. Repeal of FY '98 NDAA Computer Controls

Related to our indexing proposal is our desire to see the recent changes to
computer export controls repealed. As a part of the FY 1998 National Defense
Authorization Act (NDAA), export control restrictions on computers were significantly
increased. The provisions of this autherization included mandatory review ef exports of
relatively low level computers to a number of significant countries.

This provision is important for our discussion because it does not reflect the
reality of current technological development, and because it does not take into account the
foreign availability of high-performance computers world wide. The licensing
requirements contained in this legislation places significant time burdens on companies
that prevent them from exporting their most competitive products in a timely manner. In
addition, the provisions also place restrictions on how the Department of Commerce can
respond to new developments in computer technology. Instead of being able to adjust
control levels as new developments warrant, lag periods are built into the control system
that result in 6 to 12 months delays before any changes can be made. Such delays could
wipe out the advantage U.S. firms have in marketing their best technologies and provide
foreign competitors an opening to sell their products without the competitive threat from
U.S. manufacturers.

E. Reform of export screening reguirements

‘The United States, alone among exporting nations, publishes extensive lists of
individuals, companies, and organizations with whom commercial business is prohibited
from dealing. These lists, published separately by the Departments of Comrerce and
Treasury, now comprise nearly 3,000 entries and are expanding at a staggering rate.

‘While customer screening based on these lists is not a formal government
requirement under most circumstances, U.S. companies are completely liable for
violations of U.S. export regulations should they engage in any business transaction with
a sanctioned party in any location around the world. This lability exists regardless of the
size of the transaction or the commodity involved. As a consequence, extensive, costly
and time consuming screening of all U.S. economic activity oversess is a requirement, as
it is the only means of achieving the absolute compliance required by ULS. regulation.
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‘While customer screening can be a valuable export control tool, current U.S.
requirements are bureaucratic, overreaching, costly, and strategically useless. Current
requirements hamper giobal commerce over the Internet, and in so doing, threaten the
future of electronic commerce, American high-technology leadership, and U.S. jobs.

We propose eliminating liability of non-sanctioned U.S. persons for engaging in
transactions with Department of Commerce Denied Parties and Treasury Department
Specially Designated Nationals when such transactions are limited to:

) Transfers of $5,000 or less and would not otherwise require an individual
validated license (IVL); OR

) Field service activity (repair, adjustment, or modification or upgrade of
previously exported commedities) and would not otherwise require an IVL; OR

3) Transfers of software or technical data that would not otherwise require an
IVL; OR

4) Transactions conducted or initiated on the Internet, via telephone ("tele-
sales"), or through direct mail, that would not otherwise require an TVL.

We also propose eliminating liability of non-sanctioned U.S. persons for engaging
in transactions with Department of Commerce Denied Parties and Treasury Department
Specially Designated Nationals when such transactions have been screened electronically
using commercially available name-screening software.

These exemptions would not apply if the exporter had knowledge obtained in the
normal course of business that the goods or technology would be used in, or diverted for
use in, a project of proliferation concern.

F. Ensuring reasonable review periods and escalation of disputes

The Departments of Defense and State, as well as the CIA, each have the right to
review any export license which the Commerce Department handles. In addition, the
Justice Department may review any encryption license, and the Energy Department may
review any license dealing with nuclear-related technology.

Over the past several years there have been relatively few instances when
licensing officers from each of the different departments have disagreed on whether or
not to permit a particular export to go forward. In situations where disputes do arise, the
case is escalated to progressively higher levels of authority, first to mid-level political
appointees and theoretically up to the President for resolution. The departments have
specified periods of time to review the li and escalate the case if y. The
point is, no agency at the lower bureaucratic levels has complete veto power over an
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export and, equally important, cannot stonewall a case indefinitely, but each has the
power to raise objections and make their objections known.

EIA supports this basic procedure, and we believe agencies are already given
more than sufficient time for license reviews. In an era of "just-in-time" manufacturing,
the drawn-out export licensing process often imposes unreasonable delays, costs, and
uncertainty on U.S. companies. Bureaucratic delays of weeks or months - and the
uncertainty that goes with it -- seriously handicaps our ability to market our products. If
dependability and speed are important considerations for our overseas buyers, which is
often the case, they will opt for our foreign competition because U.S. companies are
viewed as unreliable suppliers. Thus, we cannot support any proposal which grants an
agency unreasonable authority to delay or veto an export license.

G. Updating Penalties

Currently the Department of Commerce has means to financially punish those
companies which fail to abide by export control law. These penalties, which can be
imposed for each infraction of the rules that have been violated, can amountto a
significant financial strain on a particular company. While EIA is not opposed to the
assessing of penalties on illegal behavior, we are concerned if current penalty levels are
increased to such a prohibitive level that relatively minor infractions of the regulations
result in fines that could put them out of business. Particularly when selling mass market
products, companies fear facing overwhelming liabilities for a minor infraction multiplied
thousands of times. As the regulations have become increasingly convoluted, the danger
InCreases even mare.

H Private Right of Action

In past congresses, there has been efforts to create a private right of action for
anti-boycott measures. In particular, during the last rewrite effort of the EAA, an
amendment was added that created a federally allowable cause of action for tort claims of
individuals who believe they have been damaged by the activities of companies that
abided by foreign boycotts. This private right of action would be problematic for many
EIA companies in that it creates a right to sue even before a company has been
determined by the Departiuent of Commerce to have engaged in the alleged boycott
activities. EIA believes that such a provision would osly add to the potential costs that
companies must face in their international dealings, and could harm their ability to
conduct legitimate sales overseas.

L Encryption Reform
EIA asserts that a more balunced encryption policy is necessary -- one which
recognizes the interests of government, the high-tech industry, and corporate and

individual users. While the business community recognizes the importance of keeping
potentially dangerous technologies out of the wrong hands, the government must

10
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similarly recognize the importance of a dynamic and innovative high-tech industry to our
economy, and not incidentally, to our national security. We believe that the national
security vs. economic security arguments present a false choice, and that a well-balanced
and realistic compromise is within reach.

The basis of such a compromise could include four basic elements. First, the
government needs to significantly ease the restrictions on low-level and mass market
encryption software. Tt was not very long ago that encryption was a solely military
application, and therefore easily controlled, but to continue imposing onerous controls on
software which anyone can purchase at the local shopping mall just does not make sense.

Second, the law enforcement and national security agencies could better define
their access requirements, thereby allowing industry to develop a variety of marketable
solutions, as well as enabling the Clinton Administration to finally abandon its key
recovery policy.

Third, our new policy needs to differentiate between the increasingly numerous
uses for the technology, such as for voice communications, data transmission, and in
consumer electronics, with appropriate controls on those applications that clearly present
problems for government, and decontrolling the rest.

Finally, U.S. policymakers need to recognize the futility of unilateral export
restrictions, which serve only to damage our domestic industries while doing little to
protect our national security. Only when we encourage our allies to develop meaningful
multilateral controls can we hope to prevent the bad actors from acquiring these
technologies.

The bottom line is that our industry is willing to accept restrictions on encryption
exports if the controls are reasonable, if they are effective at addressing the problem they
are meant to solve, and if they do not impose unnecessary, overly burdensome
requirements. We believe that by implementing these basic proposals, the
Administration’s legitimate concerns can be addressed, the U.S. high-tech industry will
be allowed to compete globally, and users will have the security they need.

J. Confidentiality of Business Information

As part of the licensing process, companies are often required to submit very
sensitive business information to the government. Under the EAA, the Department of
Commerce had the authority it needed to keep that information confidential. However,
under the International Emergency Economic Powers Act (IEEPA), the Department no
longer has sufficient authority to guarantee confidentiality. Companies fear that, if the
Commerce Department is challenged under the Freedom of Information Act, it could be
required to release companies’ trade secrets. The Department’s authority has not been
challenged in court yet, but it remains a legal possibility we would like to see preempted.
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K. Office of Foreign Assets Control (OFAC)

The Office Foreign Assets Control (OFAC) plays an important part in the overall
export controls process. This office regulates trade in financial instruments and also the
implementation of U.S. export control sanctions against selected countries. EIA member
companies appreciate the importance of this office, however, believe that it is important
for this office to be responsive to the needs of the industry. As e result, we advocate the
creation of an industry advisory committee to provide guidance to the office on issues
related to the regulations that they implement. Such an advisory committee would be
similar to those currently in place advising the Bureau of Export Administration and the
Department of State on critical export control regulatory matters

L. Deemed Export

EIA encourages changes to be made to the current policy regarding the hiring of
foreign nationals. Many of our companies have been troubled by the current
interpretation of U.S. export control law which makes it increasing difficult for our
companies to hire foreign nationals. We believe that a "deemed export” only occurs
when the hiring company is aware that the foreign national in question will be exporting
the acquired technology.

\ A CONCLUSION

As we enter the new millennium the challenges facing our high technology
companies will no doubt change. Unlike the middle part of the century when the U.S.
electronics industry was at the fore front of technological innovation and development
today, there are many potential challengers to our economic might. U.S. export control
policy should not serve to disadvantage these interest at such a critical time. Itis
important also to recognize that the Cold War is over and that while or nation faces new
threats they are different and necessitate a different approach from export control
regulators. We hope that your rewrite of this statute will reflect these realities.

*% *E ** **% *¥x ** &
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The Aerospace Industries Association is pleased to have the opportunity to present its views on
the future of the Export Administration Act. AIA is the trade association that represents the major
manufacturers of commercial and military aircraft, helicopters, missiles, satellites, engines, and
related aerospace subsystems. It might be noted that the industry in 1998 exported products

valued at $59 billion, and its positive sectoral trade balance of $37 billion is the largest of any
manufacturing or agricultural sector in the U.S.

The Subcommittee is certainly to be commended for turning its attention to the issue of the long
dormant EAA. The hearing provides an opportunity to discuss what might be done to quickly put
in place an EAA that reflects the passing of the Soviet Union and other political developments, as
well as changes in technology, since the original EAA was enacted. It also offers an opportunity
to begin to lay the groundwork for a major overhaul of export control legisiation, regulation, and
administration that would be appropriate for the twenty-first century.

Background

During the Cold War, the U.S. was willing to sacrifice economi: interests for the sake of limiting
the ability of the Soviet Union to improve its military capabilities and 1o discourage other countries
from joining the Soviet camp (or punishing those that did). The Soviet Union has now collapsed
and there is gresfer awsreness that both the economic welfare and security of coundries in the
future will ncreasingly depend on their ability to compete in the global marketplace. Thus the
tradeoff eem security and economic benefits has become more complex.

sarpe time, the distinction between military and commercial products has become less clear.
The military is expanding the share of its budget that goes into such activities as communications,
data processing, imaging, and simulation, all areas of accelerated commercial activity.
Furthermore, in order to hold costs down, the military must tirn to standard or pear standard
commereial products to meet many of these needs. But lower costs and rapid technological
innovation in the commercial sector are only possible for companies producing for a global
marketplace, with the flexibility to rapidly penetrate new markets and to take on foreign partners.
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Qm@mges are reflected in the acrospace industry. Ten years ago over 60% of our business
was with the Department of Defense, and the U.S. government overall accounted for three-
quarters of our sales. Today the government accounts for about 40% of our sales, and of the
remainder; foreign sales account for 75%. Commercial space activity is our fastest growing
sector, with sales having jumped from 1% to 9% of sales in the past decade. Increasingly the
Department of Defense looks to our commercial rescarch, development, and products & meet
Department of Defense needs, and to our forsign sales of military equipment to keep crucial
defense lines open and to reduce unit costs to the U.S. military,

The philosophical underpinnings, legal structure, and administrative framework for U.S. export
controls, which are intended to deal with such technology, and external threats have not changed
at a comparable pace. As a result, there are too many export licenses required and too many
agencies involved in the review and administration of such licenses. The version of the FAA
passed by the Housc in 1996 was at least a start at bringing the law into conformity with corrent
political and technologival reality. This-testimony will briefly review the pature of our current
control structure and identity several safeéguards industry would ke to see in any revised BAA
. or other new export:control-legisiation. -

What and Whys of Controls:

There would seem to be three . peasons:for: imposing export comtrols, with each reason
encompassing a different but ofien ovmappmg cluster of products:

» . Ams The subject of arms transfers involves security, but also foreign policy and public
perception. We wish fo help our friends protect themselves; we also do pot want to
compromise U.S. weapons systeros or have them used against us, Uplike nonlethal

equipment, even if we know countries will obtain a comparable capability, we may not
want to make the equipment available from U.S. sources. Having U.S. weapons used
against American {toops or even in unpopular internal or external disputes would be
considered unacceptable, even if there is no difference between the 1U.S. system and other
foreign options. Furthermore, selling weapons is often regarded as an U1.S. endorsement
of a government. Thus there will need to be a specific statatory framework for weapors,
however defined, with criteria that are different from other export control systems,

y; During the Cold War, we wanted to prevent technology from reaching

the Soviet Union which might assist its defense industry produce betier weapons, even if
that technology hed legitimate civilian applications, Today we still wish to withhold
certain technology from Russia, but also from other states in which technology might be
used for such purposcs as the design and production of jonal or ntional
weapons and delivery systems. However, if a technology is widely available from other
uncontrolled sources, it makes little sense to deny Americans the ability to export.
Moreover, selling commercial products to a country camies less emotional baggage than
selling weapons. Thus a rew system will presumably need some controls focused on
security, but with greater emphasis on multilateral controls and industry safeguards than
is true for weapons.
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. Forsigh Policy; The U.S. has historically imposed controls for foreign policy reasons ss
2 means of pressuring or punishing other countries. This has ranged from nearly complete
embargoes lasting decades, to short lived sanctions such as on grain sales to the Soviet
Union. Most analysts believe export controls are almost always ineffective in
accomplishing foreign policy objectives while being costly economically, particularly when
controls are imposed on 2 unilateral basis. A new legal framework would almost certainly
include provisions for such controls, but these should be sharply limited with the
safeguards outlined below.

Currently the EAA is basically responsible for the second two'categories. Yet the last Congress
transferred a clearly commercial product, communications satellites, back to the munitions list,
as if it were a weapons system. On the other hand, foreign policy controls, which one might think
were the province of the State Department, are administered by Commerce. Both State and
Commerce rely on the Department of Defense for advice on technical matters. Indeed, most of
the 45,000 licenses the Department of State issues each year have little to do with foreign policy
concerns with arms sales, but rather technical concerns with the transfer of weapons, parts, and
technology. The blurring of the distinctions among weapons, technology, and foreign policy is
likely to become even more complex in the years ahead, which certainly leads to the question as
to whether current law, including a modified EAA, is still appropriate.

AIMEW!

Several laws currently provide the statutory framework for export controls. In addition to the
Export Admiristration Act, the Arms Export Control Act (AECA), the Trading with the Enemy
Act and the International Emergency Economic Powers Act (IEEPA) are also used to control
exports and internatiopal transactions.

These laws come under different jurisdictions in the Congress, and are not necessarily under
parallel committees (¢.g., the EAA is under the House International Relations Committee and the
Senate Banking Commitiec). The laws are not always mutually consistent, and ascribe primary
administrative authority to different agencies. A strong argument can be made that in the long run
all export and financial controls cught to be consolidated under a single permanent act.

Currently the Department of State administers the AECA; Commerce the EAA,; Treasury the
Trading with the Enemy Act; Treasury and Commerce the IEEPA. This has resulted in
overlapping and confusing regulatory systems, often for the same goods, technology and services.
It hes also led to unique and duplicative licensing forms, administrative staffs, and computer
systerns. Congress might examine whether a one agency could serve as a single administrative
shop for all export licenses. This would provide industry with a consistent, more uses-friendly
regulatory system, 2 “one-stop shop” for license applications, and hopefully lead to a single
computer system and reduced number of forms and data collection.
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Assigning the résponsibility to receive and process license applications to one bureancracy would
in no way be intended to alter the policy respomsibility or involversent of specific types of license
applications. Statute and executive order could clearly delineste which agency had primary
responsibility for policy for each type of export license, which agencies had a right 1o participate
in the license decision process, and how disputes among sgencies would be resolved.

Licenges:

From industry's perspective, far too much tiroe is expended by government officials and industry
employees handling license applications for exports of parts, technical data, and end items which
are of a routine pature or to countries which are certain to be approved. All too often license
applications are even staffed to several agencies for "information” or courtesy where there is clear
policy precedent that the licenses will be approved.

We suggest examining at least three approaches that might reduce the time and expense of the
Yicensing process, and assure government personnel are used only to look at license applications
that involve real policy issues:

. Program Licenses; When a ticense is granted for the sale of a specific end item, the license
could also provide autherity to allow a company o report after the fact on all subsequent
shipments of spare parts and technical information related to the sale which do not alter the
capabiliies of the equipment. Companies couid provide anmual reports to the
administering department, and the govérnment could at any time rescind the program
lcense if civeumstances warranted. If a foreign partier or customer should request
echnology or equipment outside of the scope of the project Hcense, the company would
have to request separate license approval,

. Licenmse Froe Regions: Licenses might be eliminated for 2 range of products for countries
that maintain similar export restraints as the U.S. Such gronpings might include the
European Union, and members of varicus export control organizations, such as the
Australis Group and the Wassenaar Arrangement. Shmilarly, certifications imvolving
transfers of U.S. origin goods to third countries might also be eliminated for wransfers to
countries 0z groups of countries thar bave similar export restraints to those of the U.S.

. Setf Policing: The U.S. government licensing agency might certify individuals in
companies to issue licenses on behalf of the federal government for certain types of
products, such as spare parts, technology or equipment required for a joint program, or
other activities involving 2 relatively high volume of licenses with 4 minimum policy
comtent. The Federal Aviation Agency (FAA) has such a program with asrospace
mamfacturers in which designated company employees are delegated anthority unhg:mif
of the FAA Administrator to perform certain tnspection and certification responsibilitics.
Mmlymhwmpanﬁcswaﬁﬁhawmhvc:mmpﬁmrm@. andmck
employees would be required to keep sppropriate paperwork, provide notifications of
decisions to the government, and be subject to government audit.
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Industry Safesuards:

Industry urges that a revised EAA, and any future pew legislation, should provide certain
safeguards, many of which exist in one form or another in cwrrent law. These would inchude:

ility: Except for very unusual circumstances, (mostly related to lethal
military equipment), U.S. companies should be allowed to sell products that are, or are
expected to be, available from other sources. Shifting the source of supply does not punish
the importer, it punishes the exporter. A system 1o judge foreign availability should be
rapid and look at future as well as cwrrent avajlability. Some product life cycles,
particularly in the electronics areas, may be as short as eighteen months. A decision made
after foreign competitors have a strong foothold in a market is not helpful.

. ntract Sanctity: In general, companies should be able to honor existing contracts, except
when multilateral sanctions cut all contracts. Under circomstances where contracts cannot
be honored because of government controls, any non-performance breach of contract
penmalties owed by U.S. companies because of U.S. Government actions should be
compensated by the federal government.

. Tt ¢ Products: As a general rule, companies should be able to
support products previously exported to a country, even if new sales are prohibited. This
is particularly true for product support related to safety, even of military sysiems. This
is especially important to my industry. I might also note that commercial aircraft, even
of countries under U.S. sanctions, frequently carry passengers who are citizens of the
United States and other close allies, and fly over the air space of a great many countries.

. @M T general, unilateral onirols should anly be imposed
asmmmrmmleadmgmnmlulmmwmroh There should be a time frame

within which the U.S. would d in g bstantial mwltilateral support for
controls, or U.S. controls would be terminated.

- oM, : Export conirols are politically attractive because they are essentially
an nnfunded mandste - the cost of the controls is imposed on labor and industry and is not
reflected in the federal budget. We suggest several remedies. Imposition of unilateral

export controls should require a Congressional Budget Office estimate of the ¢ost to the

economy of such controls. Workers displaced from their jobs by such controls should be
eligible for the same worker training and relocation programs as workers affected by

gmity: Economic sanctions, particularly unilateral foreign policy controls, should
be of limited duration. The UJ.S. has in place a large mumber of export sanctions which
have clearly not sccomplished their objective, but thers is no politically acceptable way to
remove them. Sanctions that sutomatically terminate unless a new decision is taken help
alleviate that situation.
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i ; Except in unusual circumstances, there should be some time
deadlines imposed on the process by which licenses are reviewed by the Department of
Commerce and other agencies. This is particularly important for commercial products that
are generally purchased by private companies as part of an endeavor that is intended to
return income to investors. If U.S. companies cannot act in competitive situations ip a
timely fashion, foreign bidders will have a clear advantage over U.S, companies.

The H.R. 361 passed in 1996 addressed all of these issues to one degree or another, with the
exception of safety exemptions which might well be added to Section 114 (). Overall, industry
could support a comparable bill, as long as the above safeguards continued to be included,
However, such a bill ought be passed for perhaps a three year period, with the clear understanding
that during that time frame the executive branch and the Congress would review il existing export
control legislation to examine whether a single law, reflecting the political and technological
characteristics of the turn of the century, might not be passed by the next Congress.

AIA hopes that the above comments provide an overview which may help Members in their
deliberations both on an extension of the EAA, as weil as in future deliberations on fotally new
cxport control legislation which would structure a more sffective and economically sound export
control system for the pext cenmury.



100

Testimony of Dr. Paul Freedenberg
Before the
Subcommittee on International Economic Policy and Trade
March 3, 1999

Madam Chairwoman, members of the Subcommittee, I appreciate the
opportunity to testify before you today on the issue of the
reauthorization of the Export Administration Act ("EAA"). Asa
former Assistant Secretary of Trade Administration and Under
Secretary of Export Administration in the Administration of President
Ronald Reagan, and as a former Staff Director of the Senate Banking
Commiittee's Subcommittee on International Finance, which has
jurisdiction over the Act, 1 believe that I can offer some perspective
and some background on this issue. From the time that | left office in
1989 until fall of last year, I was an international trade consultant,
specializing in technology transfer issues; so in addition to my
administrative experience, I believe that I can also bring the
perspective of someone whose clients have been regulated by export
control policy to my discussion of the issue.

Today, [ will be speaking on behalf of AMT ~ The Association for
Manufacturing Technology, where I am the Director of Government
Relations. AMT represents 370 member companies, with sales
ranging from $10 million to more than $1 billion, who make machine
tools, manufacturing sofiware, and measurement devices. Industry
sales total nearly $7 billion and exports account for more than one-
third of those sales.

It is y understanding that a major impetus for the Subcommittee’s
work on the Export Administration Act this year is the apparent
recommendation of the still secret Cox Committee Report that the
EAA be reauthorized and that part of that reauthorization tighten up
the technology transfer rules for exports to China. Since most of the
Cox Committee report is still highly classified, I base my
assumptions on press reports and on partial declassifications, which
have been published by the Clinton Administration, In any event, the
invitation to speak before you today asked me to address the need for
the reauthorization of the Export Administration Act and any specific
thoughts that I had regarding what the Committee ought to include in
the text of the new Act. : ‘

The fact that the authority of the Export Administration Act lapsed
almost five years ago and that the Clinton Administration has been
extending that authority under the pretense of an emergency that does
not exist by virtue of invoking the International Emergency
Economic Powers Act ("IEEPA”), and the fact that the EAA which
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has been extended under the authority of IEEPA was last amended in
1988, a year before the collapse of the Soviet Union, would seem to
be reason enough to justify the effort to draft and adopt a new EAA to
guide export controls in the 21" Century. As to what [ would suggest
that the new Act contain, a bit of background is in order before I get
to specifics.

The most important point to be understood with regard to United
States export control policy is that while it is ostensibly aimed at
keeping dangerous technology out of the hands of the so-called
pariahs, or rogue states, the really important issues revolve around the
issue of what to do about China. Unfortunately, the China issue is
being addressed unilaterally by our Government, because there is
absolutely no consensus within the Western alliance about how to
Z’?ology transfer to China.
&The end of the Cold War led to the end of CoCom -- the
international coordinating committee that regnlated technology
transfer since 1949. When CoCom officially went out of business on
March 31, 1994, our leverage for limiting technology transfer to
China on a multilateral basis disappeared as well. CoCom was
created in the same year as NATO, and it stood with NATO as one of
the pre-eminent tools of the containment strategy that guided our
policy for more than forty years. The guiding premise was that the
West could not match the East man for man, tank for tank, or even
missile for missile. But if the West maintained tight multilateral
controls over the transfer of technology to the East, we could use our
superior technology as a force multiplier that would tip the scales to
our benefit. The Soviets and their allies could produce great numbers
of weapons and keep large numbers of men under arms, but our
technological superiority would more than compensate for that
numbers deficiency. One example of the validity of this assumption
was demonstrated in the 83 to 1 victory of U.S.-built F-15s and F-16s
over Soviet-built MIG 21s and MIG 23s over Lebanon's Bekkha
Valley in 1982. While pilot skill played an important role in that
victory, téchnology was the critical factor.

;ﬂ@/c:ssor regime to CoCom, which is named the Wassenaar
Arrangement, after the city in which it was formed, came into
existence in 1996. Unfortunately, Wassenaar has none of the
elaborate rules or discipline that characterized CoCom. Most
importantly, the United States Government no longer has a veto over
the goods and technologies exported to the target countries of
‘Wassenaar. The current multilateral export control regime is based
on what is known as "national discretion." Each Wassenaar member
makes its own judgments about what it will and will not license for
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export and, as a matter of fact, whether to require an individual
validated license ("IVL") at all. Other multilateral export control
regimes, whose focus is non-proliferation (such as the Nuclear
Suppliers Group, the Missile Technology Control Regime, and the
Australia Group), do obligate signatories to require an IVL for the
(/?R of proscribed items to non-members, but Wassenaar does not.

oreover, to further complicate the matter, China is not identified as
atarget of Wassenaar. In fact, during the negotiations which led up
to the formation of Wassenaar, the U.S. representatives explicitly
assured other potential members that Wassenaar was created to keep
dangerous weapons and technologies out of the hands of the so-called
rogue and pariah states: Iran, Irag, Libya, and North Korea. But
China was explicitly excluded from this group.

is brings me to an important point about the lack of both national
and international consensus regarding China. Judging from official
statements over the past decade, it is unclear what U.S. technology
transfer policy toward China is. China is obviously seen as a major
trading partner, and great effort is put forth to ensure that U.S.
companies obtain a major share of the China market, which is
predicted to be the largest in the world in most capital goods
categones over the next decade. Clearly, however, China is also
viewed by U.S. licensing authorities as a potential technology transfer
risk. This is reflected in the fact that the U.S. Government is far more
rigorous {and more time-consuming) than any other industrialized
state in reviewing and disapproving licenses for exports to China.

Based on evidence gathered informally at Wassenaar meetings by the
AMT technical advisor to the U.S. delegation, the following machine
tool license processing times could be expected:

Germany — The longest it could possibly take is 30 days,
although many take less time for processing. For a while there was a
24-hour turn-around promised by the licensing office, but because the
big companies tended to camp out in the office and monopolize this < 18]
service, the licensing agency has discontinued it. Nonetheless, it is
only in cases of pre-license check that it takes as long as 30 days.

Italy — They expected 30-day turn-around, with extraordinary H 5’
cases involving pre-license checks to take as long as 60 days.

Japan — For their part, the Japanese said that the norm was two D
to three weeks, with three weeks the cases where there was some sort B
of pre-license check.

2o rROT HE 130 33/&;)5
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Switzeriand - The Swiss said two days was the norm, with the
possibility that a license could take as long as 7 to 10 days to process
if it were difficult.

Subsequent reports by commercial and economic officers posted at
embassies in those countries have confirmed these informal license
processing time estimates, When these comparative timeframes were raised
with U.S. Government officials, the response that AMT received from them
was that the various agencies involved almost always processed licenses
within the 30-day time limit that the statute prescribes. But this time
estimate fails to take into account times when the clock is stopped in order
to obtain more information from the exporter, which is a quite frequent
occurrence. And, even more significantly, the 30 days does not include the
time that it takes to complete the Government's end-user check, which is
almost always a very time consuming activity. U.S. companies are judged
by their customers not merely by the time that any particular agency of the
U.S. Government completes its license processing but rather by the total
elapsed time that it takes for delivery from the moment that the order is
placed. Any legislative provisions aimed at improvements in the licensing
process must include improvements in the total licensing time, not just the
time that licensing officials actually have physical possession of the license.

In addition to the total elapsed time that it takes to process a license,
statistics demonstrate that the United States Government is far more
likely to disapprove machine tool licenses for China than any of our
European competitors. (This is true in many other sectors as well, but
1 will concentrate on machine tool exports, where I have the most
complete data.) While a mere handful of U.S. machine tool licenses
have been approved over the past five years (a total of 25 licenses, or
five licenses per year), trade statistics indicate that our European
allies have shipped a huge volume of far more sophisticated machine
tools to Chinese end-users.

China is the largest overseas market (in dollars) for U.S.
machine tools, and it has the potential to grow significantly from its
current total of machine tool imports from all sources of 32 billion.
However, unlike other East Asian markets where U.S. market share
has been substantial, U.S. machine tool sales represent a relatively
small percentage of the Chinese market.

For example, South Korea is at a similar point in its economic
plan as China. Both South Korea and China are developing their auto
industries, high-volume consumer durables, small and medium
combustion engines, and second-tier aerospace industries, Both China
and South Korea have indigenous machine tool industries, but the

RO
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development of their respective metalworking industries requires
imported machine tools.

There is a major difference, however, in the way U.S. export
control policy views the two countries. Korea is an ally of the United
States and U.S. export control policy reflects that. By contrast, the U.
S. government's implementation of the Wassenaar export control list
toward China is highly restrictive. One result is that China imports
only 9.9 percent of its machine tools from the U.S. By contrast,
Korea, which is not subject to restrictive U.S. export controls, imports
22.3 percent of its machine tools from U.S. providers. If one attributes
the difference in import totals to the difference in U.S. export control
policy toward the two countries, it can be argued that the cost to U.S,
machine tool builders of the restrictive export control policy is
approximately a quarter of a billion dollars per year in lost export sales

to Ch;nz/
a global basis, U.S. machine tool production represents 12.8

percent on the world's total consumption of machine tools.
This figure is 29 percent higher than U.S. machine tool
producers’ share of Chinese tmports {9.9%). A major reason
for this differential is that Western European countries are
exporting to China modern machine tools that would be
uniikely to be licensed by the U.S. government. As evidence
of this, the average unit prices of European machine tools in
categories likely to be subject to controls are up to 250%
higher than the average unit prices for machine tools in the
same categories exported from the U.S. to China. In 1996,
while the average unit price of machine tools sold to China by
U.S. manufacturers was $155,000. The average unit price of
those sold by Italy was $208,000, by Switzerland $348,000,
and by Germany $407,000. Average unit prices are a key
indicator of the sophistication, accuracy, and productivity
enhancement of machine tools. Those factors are accounted for
by higher precision, five-axis (and above) machine tools that
perform more productively and thereby command a higher
price. But it is precisely those characteristics that cause a
machine tool to be listed on the Wassenaar restricted list of
technologies. If this is true, the statistics indicate that
Europeans are shipping to China machines that, had they been
produced in the Umted States, would be very rigorously
reviewed by the U.S. Government, with a low probability of
their being granted an export license. :

The U.S. Government's rigorously enforced limits on machine
tools significantly disadvantage U.S. machine tool builders in the
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global marketplace, since China has proved able to buy from a variety
of foreign makers in Japan and Europe. One U.S. company reported,
based on its agents' personal observations that between 1993 and
1996, fifteen large, five-axis machines tolls were purchased by
Chinese aerospace end users. All fifteen were made by Western
European manufacturers. In addition, Shenyang Aircraft purchased
twelve five-axis machine tools last year alone. These machine tools
came from Italian, German, and French factories and not a single one
from American machine tool producers.

Chinese importers often wish to buy several machines at one
time to upgrade a factory or to complete or augment a production line.
The inability of U.S. manufacturers to guarantee delivery of a
particular machine tool requiring a license has an amplified effect on
sales of machines that do not require a hicense. For example,
Germany's market share of machine tools is more than double the U.S.
market share of machine tools imported by China. The trade figures
indicate that by freely selling the same sophisticated machine tools to
the Chinese which would be most likely unavailable from United
States manufacturers, German and other European providers are also
garnering sales in the non-controlled machine tool categories as well,
further disadvantaging U.S. manufacturers.

This is made even more frustrating to U.S. machine tool
builders and their workers by the fact that many of the commercial
aircraft factories in China contain joint ventures and co-production
arrangements with American aircraft companies. In other words,
despite the fact that these Chinese factories are supervised, or
monitored, by American executives (or at least have a strong
American presence to assure the production of quality components),
U.S. Government policy assures that machine tools in those factories
are produced by European machine tool builders. How does that
assure our national security?

And, as I have noted, while machine tool license applications to
China are likely to be approved in a matter of days, or weeks, by our
European allies, U.S. applications languish for months, or longer.
Executives of U.S. machine tool companies have told me that they
have decided to forego business in China if it involves an export
license application. That is how discouraged they have become by
the current licensing process. For their part, the Chinese have written
to U.S. companies telling them that they will not even ask them to bid
for business, since the Chinese experience with the U.S. licensing
process has been so negative and so time-consuming.

This inability to predict or control foreign machine tool exports
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to China is particularly burdensome for the U.S. machine tool
industry, because recent market projections have indicated that
China will represent the largest and fastest growing market for
commercial jet aircraft in the first two decades of the 21
Century. As recently as 1995 China represented less than two
percent of Boeing sales, today China represents seven percent,
and Boeing estimates that China will be the largest market
outside the U.S. over the next 20 years. Within the next seven
years, China could account for nearly 25 percent of Boeing's

‘to/talbusines&

In 1992, 90 percent of Boeing's aircraft components were built
in the United States. Today, more than half the components are
imported. China's exports to the U.S. of civilian aerospace
components have grown 63 percent in the past five years.
Moreover, Boeing's acquisition of McDonnell Douglas has
given them an operation in which half of the MD-90 (and its
successor, the 717) built each year are wholly constructed in
China. Given the tremendous market power that China will
possess, it is certain that the Chinese Government will demand
and receive what are known as "offset” contracts to build ever
greater shares of Boeing's aircraft in their own aircraft factories
on their own machine tools. If this current trend continues,
however, under the current United States Government export
control licensing policy, U.S. machine tool builders are highly
likely to be displaced and replaced by their European and
Japanese competitors who will be able to take advantage of a
far more lenient export licensing policy to make the sales to
stock the new productions lines that the Chinese will demand.

Machine tool licenses to China are but one example of a larger
problem -- the lack of international consensus about how to regulate
technology transfer to China. Whatever technology transfer concerns
the U.S. Government may have about China are not reflected in the
largest and most active multilateral export control regimes to which
we belong. The absence of a China reference in Wassenaar means
that there are no internationally agreed upon rules or standards that
the U.S. Government can cite to induce our allies to follow our lead
with regard to China technology transfer policy. That is as true in
other major sectors, such as semiconductor manufacturing, or
telecommunications, or in computers, as it is in machine tools.

Indeed, our former adversary Russia is a charter member of the
Wasssenaar Arrangement, and China would see any attempt to
make them a target of this export control regime as a hostile
act. In fact, discussions have been held recently with the goal
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of making China a Wassenaar member. [ note all of this in
order to provide some perspective regarding the degree to
which the United States Government lacks leverage in denying
any sort of technology to China. The United States may decide
not to sell machine tools or computers, or telecommunications,
but that does not obligate the Japanese, the Germans, or the
French to follow our lead.

That is a fundamental problem with the current export regime.
Not only does it indicate a lack of discipline regarding a
country with which the United States Government has
indicated technology transfer concerns; it also puts U.S.
companies on an uneven playing field with regard to sales to
what is likely to be the fastest growing and largest market for
capital goods over the coming decade. Repeatedly over the
past few years, whether it is in the category of machine tools,
semiconductor production equipment, or aircraft engines, the
United States Government has taken a negative approach to
technology transfer to China while our allies have not. The
result has been that the Chinese are denied nothing in terms of
high technology, but U.S. firms have lost out in a crucial
market. This serves neither our commercial nor our strategic

e interests.
AK{COMMENDATIONS

Any EAA that this Comruittee produces ought to have a very
strong provision defining "foreign availability™ in terms of the
reality in which U.S. companies compete today. Current law
defines "foreign availability” as any item that can be supplied
from outside the multilateral export control system in sufficient
quantity and comparable quality so as to make the existing
export controls on any particular item ineffective in achieving
the objective of the controls. In an age of weak to non-existent
multilateral controls and a multilateral system with rules of the
game that allow any member country to decide whether to
license a product on the basis of "national discretion,” the
Committee needs to write legislation that acknowledges that
"foreign availability” can exist within a multilateral control
system, not just outside that system.

An example of such language can be found in the original
reauthorization bill that was passed by the House in 1996, H.R.
361. Section 116 (11) defines "foreign availability" and
"available in fact to controlled countries” and makes a very
important distinction regarding foreign availability: "the mere
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inclusion of items on a list of items subject to export controls
imposed pursuant to a multilateral export control regime shall
not alone constitute credible evidence that the government of a
country provides an effective means of controlling the export
of such items to controlled countries."

I would consider the incluston of such language in any EAA
reauthorization reported by this Committee to be of critical
importance to the creation of a fair and equitable "foreign
availability” definition, one that reflects the new reality in
which U.S. companies find themselves. Any new EAA should
not be allowed to perpetuate the fiction that the current
multilateral export control system functions effectively to deny
technology to targets of that regime, particularly China, which I
have argued has, at best, an ambiguous status in relation to the
Wassenaar Arrangement's list of restricted technologies. Not to
give U.S. companies the right to petition for relief from a
system which allows trade competitors to use the multilateral
system to garner new business by taking advantage of lax, or
non-existent, national export control systems, would be to
perpetuate an anachronism in the law grounded in an era that
no longer exists.

With regard to other provisions that I would like to see
included in any new legislation, I would rather frame my
advice in terms of items that ought not to be included in any
legislation: First, it is important net to change the current
inter-agency license decision-making structure, which allows a
dissenting licensing official to escalate his or her concerns up
to the next highest level of decision-making, all the way up to
the President if the political level of the dissenting agency
concerned is dissatisfied with the results of its appeal. To
change this system into one which requires consensus at all
licensing levels would be to re-introduce a veto system back
into license processing. Any one individual licensing official
at any level in any agency could then deny a license with little
or no justification. This, almost certainly, would lead to vastly
greater numbers of license denials and certainly much greater
delays in the cases of those licenses that do ultimately receive
approval. It would reverse what little progress there isin a
system that is already too complex and too slow to allow, as I
have demonstrated, the machine tool industry, among others, to
compete with our foreign competitors.

Second, it is important not to demand that the China
Government to agree in advance to surprise inspections as a
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pre-condition for license approvals to China (as the Cox
Committee has apparently recommended). Such a demand
would almost certainly mean that the Chinese would tumn to our
trade competitors for all items on the Wassenaar technology
control list. Even the United States, which is the most open
and transparent government in the world, does not allow
surprise foreign inspections of its facilities. The Chinese
would be no less adamant.

If the demand for surprise inspections is being proposed as a
surrogate for cutting off high technology trade with China, we
ought to have the debate out in the open, with both sides
understanding what is at stake, 1 have long maintained that we
need to have a fundamental debate within the United States
Congress and between the United States Government and its
ailies about what our technology transfer policy towards China
ought to be. How important is the China market to our overall
economy and to individual sectors of our economy? What are
the strategic risks of transferring technology to China in
various sectors? What are the benefits? And, most
importantly, if we really do have technology transfer concerns
about China in certain sectors, do we have the ability to deny
the Chinese anything? It does little good for the United States
to drop out of the high technology China trade game if our
allies step right in and take up the slack -- as they are already
doing today in a number of sectors, such as the machine tool
example that I cited.

We need more than just a "feel good” China policy, or a "feel
good” renewal of the EAA. We need to ask 1f it is possible to
convince our allies to share our strategic vision of China
(assuming that we ourselves have concluded what that vision
is). At the current time, as I have pointed out, we do not have a
multilateral technology transfer organizational structure that is
conducive to entering into a debate about China -- let alone one
that would be able to enforce standards and rules about
technology transfer if such a consensus were to be reached.
Without such a multilateral technology transfer structure and
without a clearer idea of what U.S. technology transfer policy
toward China ought to be it will be difficult to draft an EAA
that is an effective guide to policy.

I hope that these comments will be helpful to your
consideration of any new export control legislation, and I
would be happy to answer any questions that the Subcommittee
might have



